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* Certification of Participation will be provided to all the course
attendees

e Certification of proficiency will be provided to everybody would
like to get one. The Certification will be provided passing a short
Interview
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On Line Training Material (free of charge)
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Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
g . Data Ingestion |System and Deploy| Smart City APl: |Design and Develop
O Dashboard IOT A IOT Network, Data Anal
ot Lol PP S AN aes processes Install Web & Mob. App Smart Solutions
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Part 1: Overview for adopters, city, etc.

 Needs of the Operators vs platform
* Platform Overview: from data to

interactive tools
Part 1. Overview for - Data Analytics, Artificial Intelligence
adopters city/industry i i
« Some Cases by Domains: solutions vs

— analytics
« Other Cases and scenarios

« Overview of the next parts of the
Course

 References to other training material

Interactive Slides

Snap4City (C), June 2024
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Part 1: Overview for researchers and developers

2

You

Part 1: Overview for
researchers / developers

SLIDES

Context and Life Cycle

Objectives and Tasks

Snap4City platform overview

Monitoring and control

Mobility Monitoring and Control

Environmental Monitoring and Control

Human Behavior Monitoring

Engaging via Mobile Apps

Decision Support System: Immediate response and
Tactic and Strategic Plans, via What-if Analysis

Data Analytic: Artificial Intelligence, XAl, Machine
and Deep Learning

Developing on Shap4City

Training Suggestions and DISIT publications
Development Costs

Accelerating on Smart City

Snap4City (C), June 2024
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DEGLI STUDI DRIT,QNTED,O

FIRENZE | B&ENKuazione

htt

DISIT

DISTRIBUTED SYSTEMS
D INTERNET
TECHNOLOGIES LAB

S.

Title

Videos

Preliminary content description

Part 1: Overview
SLIDES

Interactive Slides

MNeeds of the Operators vs platform

Platform Owverview: from data to interactive tocls
Data Analytics, Artificial Intelligence

Some Cases by Domains: solutions vs analytics
Other Cases and scenarios

Overview of the next parts of the Course
References to other training material

Part 2: Dashboards
production and
management

SLIDES

Interactive Slides

You You

Recall on Snap4City Architecture
Dashboards Purposes and Uses

Main Data Kinds: data vs representations
Dashlboards Main Concepts and simple Widgets
Creating a Snap4City Dashboard, wizard
Multi Data Map Widget

High Level Types, video, external services,
synoptics

Selector for the Multi Data Map Widget
Data Inspector wvs Data Processes Details
Dashboard Management

training material

Part 3: 10T App, Process
Logic, Server Side
Business Logic

SLIDES

Interactive Slides

You You

Recall on Snap4City Architecture
Node-RED
1OT App = Node-RED + Snap4City

o laoT App === Proc.Logic
Examples of 1OT App for Smartening Solutions
Exploiting/Generating data by using: loT
App/Proc.Logic
External Service =-> |aT App/Proc.Logic
Dashboards =-= loT App/Proc.Logic

o Server Side Business Logic
training mMmaterial

10
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Part 2: Dashboards
production and
management

SLIDES

Interactive Slides

You You You

Recall on Shap4City Architecture
Dashboards Purposes and Uses
Main Data Kinds: data vs representations

Dashboards Main Concepts and simple
Widgets

Creating a Snap4City Dashboard, wizard
Multi Data Map Widget

High Level Types, video, external services
synoptics

Selector for the Multi Data Map Widget
Data Inspector vs Data Processes Details
Dashboard Management

Snap4City (C), June 2024
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Part 3: loT App, process logic, server side BL
« Recall on Snap4City Architecture
 Node-RED
 |1OT App = Node-RED + Snap4City

* loT App === Proc.Logic
« Examples of IOT App for Smartening

Part 3: IOT App, Process Solutions
Logic, Server Side Exploiting/Generating data by using:
Business Logic loT App/Proc.Logic
SLIDES You You You External Service <->loT
Interactive Slides App/PI’OC.LOgIC .
« Dashboards <-> 10T App/Proc.Logic

« Server Side Business Logic
« training material

Snap4City (C), June 2024



Part 4: Data Analytics
and Artificial
Intelligence

SLIDES

Interactive Slides

uNvRSTA DINFO  DISIT

DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

AND TECHNOLOGIES LAB

Part 4.

You You You

(P T

A¥re
= s meE

¢“SNAPciry

Data Analytics

Why and Where use DA, Al and XAl --> General
Life Cycle

Data Processing

What is Data Analytics, DA and Artificial
Intelligence, Al

List of the most relevant available DA and Al
Solutions

Predictions and Anomaly detections

Computing: Higher Level Types Data and their
representations

How Al/XAl, and Life Cycle

Using DA, Al, XAl in Snap4City infrastructure
« Data Analytics <--> 10T App / Proc.Logic

Decision Support Systems and What-If Analysis
Routing, Multimodal Routing, Dynamic Routing
Business Intelligence and Visual Analytics

Snap4City (C), June 2024 13
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Part 5: Data Ingestion and Interoperability

«  When Solutions and tools for Data Ingestion and
Interoperability are needed

 Overview of Snap4City Data Storage and Stack

« Knowledge Base: Modelling and Setting Up
m m  High Level Types vs Ingestion Process
_ - Data Ingestion Strategy and Orientation
::: li;:;::;if” « Ingestion of Points of Interest with POI Loader
m m m « Models vs Devices/Entities and Registration
SLIDES « Verification of Data Ingestion
Interactive Slides Digital Twin Data Inspector vs Data Processes Details
You You « My Data Dashboard Dev to assess data on Open Search
Storage

 An Integrated Example for Time Series
Entities Ingestion with Data Table Loader

You You You
 FIWARE Smart Data Models on Shap4City

High Performance Ingestion via Python

« Ingestion of MyKPI with Proc.Logic / loT App

Snap4City (C), June 2024 14



Part 6: Shap4City

Interoperability,
Management and
Deploy

SLIDES

Interactive Slides

Platform Architecture,

NG -
Sehk%  UNIVERSITA DlNFO
M\ o
e ' =
‘..*' g D EG Ll STU Dl DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
=~ . F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE

Part 6:

AND TECHNOLOGIES LAB

 OF . .‘ J'r &
Plattorm Architectu

You You You You

¢“SNAP/crry

Snap4City Architecture
Interoperability of Shap4City Platform

Interoperabilit%/ with respect to
Hardware staf

Adding Features and Modules to
Snap4City

FIWARE and Snap4City

Snap4City vs State of the Art Solutions

Smart City planning with Snap4City
Team Support

The Role of the Living Lab Support

Snap4City Platform: Administration
Overview

Snap4Tech: Smart Solutions as a Service

Deploy Snap4Tech solutions: Docker
Based

Snap4City (C), June 2024
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FIRENZE

Parts 7 & 8: AP|, Mobil, Business

Part 7: Exploiting
Snap4City AP and
Web/Mobile
Applications SDK

SLIDES

Interactive Slides

DINFO DIiSIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND

INGEGNERIA

DELL'INFORMAZIONE
AND TECHNOLOGIES LAB

You You

Part 8: Developing
Smart Applications &
Business Intelligence
Solutions

SLIDES

Interactive Slides

You You You

INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE

¢VSNAP/crry £

-4

Intelligence

Concepts and tools for using Knowledge Base, ServiceMap, API
Federated Knowledge Bases and Smart City APIs

Access to Protected data

Developing in the smart city 1oT/WoT context

Smart Solutions Development Life Cycle

Analysis for Innovation (Co-Creation and Co-Working)
Design: Data, Data Models, Data Relationships

Design & Develop: Data Processes Proc.Logic / 1oT App
Design & Develop of Data Analytics

Design & Develop: user interfaces, visual tools

Desigh and Control of Smart Applications
Snap4cCity (C), June 2024 16
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Estimate Indicators: P1, P2, P3, P4, P5

— loT App/Proc.Logic JavaScript, Data Analytics, Dashboards to see data and results
 Load additional data: P1, P2, P3, P5

— loT App/Proc.Logic JavaScript, loT Directory, ServiceMap, advanced interoperability,
Dashboards to see them

* Performing Al/XAIl on accessible data: P1, P2, P3, P4, P5 (P8)

— loT App/Proc.Logic JavaScript, ServiceMap, ASCAPI, Python, Dashboards to see data/results
 Developing Business intelligence: P1, P2, P3, P7, P8

— loT App/Proc.Logic JavaScript, Dashboards to see them, ASCAPI, CSBL for making them
intelligent, JavaScript

 Developing Web and Mobile Apps: P1, P2, P3, P7, P8
— ServiceMap, ASCAPI, Dashboards

* Deploy, install, test and management: P1, P2, P3, P6
— loT App/Proc.Logic JavaScript, ServiceMap, Dashboards to see them

Snap4City (C), June 2024
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Course 2023: https://www.snap4city.org/944
— Introductionary course to Snap4City technology

Course https://www.snap4city.org/577
— Full training course with much more details on mechanisms and a wider set of
cases/solutions of the Snap4City Technology
Documentation includes a deeper round of details

— Snap4City Platform Overview:
* https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf

— Development Life Cycle:
* https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf

— Client Side Business Logic:
* https://www.snap4city.org/download/video/ClientSideBusinessLogic-WidgetManual.pdf

On line cases and documentation:
— https://www.snap4city.org/108
— https://www.snap4city.org/78
— https://www.snap4city.org/426

Snap4City (C), June 2024
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¢“SNAP/crry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www.disit.org with its Snap4City solution
Snap4City:

*  Web page: Hitps://www.snapdcity.org

s https://twitter.com/snapdcity

w.facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +39-335-5668674
Linkedin: htt
Twitter: https:

FaceBook: https

8]

ww.linkedin.com/in/paolo-nesi-849ba51/
.com/paolones
www facebook.com/paolo.nesi2

0

]

]

(P T

ﬁ

o - ?ﬁm-

¢“SNAP/ciry

* https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf

Snap4City (C), June 2024 19
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DINFO

* Powered by

5NAD4Tech

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
s htips apdcity.org

ebook.com/snapdcity
https://www.youtube.com/channel/UC3tAOO9EBNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone- +39-3135-54AR474

'.'\I'\II II
EGLI

|
FIR I'\/J

ano‘
ISIT, _
ESLotes Lan

Eii?lmg
c—"ﬁm-

SNAP/crry

https://www.snap4city.org/d

ownload/video/Snap4Tech-
Development-Life-Cycle.pdf

Snap4City (C), June 2024
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https://www.shap4city.org/do
whload/video/ClientSideBusin

* Powered by

" SNADATech essLogic-WidgetManual.pdf

Client-Side Business Logic
Widget Manual

From Snap4City:
« Ve suggest you read H

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:

o https://www.snap4city.org/download/video/Snap4City -

PlatformOverview. pdf

slides go to https://www.snap4city.ora/577
https://www.snap4city.org
https://www.snap4solutions.org
https://www.snap4industry.org
https.//twitter.com/snap4city
https://www.facebook.com/snap4city
https://www.youtube.com/channel/UC3tAOO9EbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, Italy
Phone: +39-335-5668674

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

o
i
DELLINFORMAZIONE
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Register on WWW.snap4city.org 0T anddataWorld | o7 pppiications

— Subscribe on DISIT Organization

* You can:
— Access on basic Tools

— Access to a large volume of Data
— Create Dashboards

t
— Create |OT Applications e
— Connect your IOT Devices GVe/:\ ger
E : : . Nalytics, m PMment, 4 ith fuy
— Exploit Tutorials and Demonstrations Chine Ja, SO for Dat5
rnj
’ etc.

Snap4City (C), June 2024 22
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* Developing in the smart city loT/WoT context

* Smart Solutions Development Life Cycle

e Analysis for Innovation (Co-Creation and Co-Working)

* Design: Data, Data Models, Data Relationships

* Design & Develop: Data Processes Proc.Logic / loT App

* Design & Develop of Data Analytics

* Design & Develop: user interfaces, visual tools

* Visual Analytic vs Data Analytics: Client Side Business Logic Intelligence
* Design and Control of Smart Applications

 What is missing here and you can get from former course

Snap4City (C), June 2024
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Accelerating

Community
Building

collaborations

(P T

ﬁ

KM
B Tém\g

¢“SNAP/crry

City Operators
Resource Operators

agreements

networking Inhouse

companies

tutorials
Connect

I0T/I10E

Upload context

Connect external Tech
ipti Open Data Services i .
subs.crlp_tlon to p documentation providers
applications
. Manage .
City Apps & Dashboards, Data Ingestion and
Use r's pe rsona' User Engagement Analytlc algorlthms
services
Prorfipte Advanced Smart workshops
Applications & . Category
City API,
Dashboards ;

Advertisers hackathons

events

Large
Industries

SnapA4City (C), June 2024
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e Controlling Status: management, and operational

DINFO

IMENTO DI
INGE
DELL INFORMAZIONE

o Monitoring via KPI

o Computing predictions data from the field and KPI § i = ‘
o Anomaly detection <
o Early warning on critical conditions - |
e Making plan: tactic and strategic, medium and long range ..

o Optimisation: Prescriptions, suggestions

o Risk assessment

* Big picture and Long-term focused (2 to 5+ years)
= Vision, Mission, Why, Policies and Direction

* Executive-management

* What is the right direction for the company?

o What-if analysis on scenarios

o Simulation and predictions

+ Short-term focused (3 months to 2 years) Rerop t(&renze 7
ope Tactical +  Focused on specific business department fimeri pucci
o Resilience © | Wnddemaregemen

* What activities to be planned in strategic alignment?

* Be ready for Unexpected
UnknOWS £ Operational
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e Controlling Status: management, and
operational

o Monitoring via KPI

o Computing predictions vs KPI

o Anomaly detection

o Neuro-Symbolic analysis

o Risk assessment

o Early warning on critical conditions

e Making plan: tactic and strategic,
medium and long range, micro/macro

o Simulation & predictions

o Generative Al Prescriptions, scenarios
o Resilience to Unexpected unknows

o What-if analysis wrt scenarios

¢“SNAP/arry

Monitoring

\, Digital Twin

Models & ,\Predlctlons

Data =——— Anomaly Detection,

DeC|5|on
Support System
Slmula |ons
Scenar| Generatlve AI
Relnforced Al
What If /
Analysis
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 Smart Applications can be easily developed exploiting the cloud infrastructure by
producing only:
— Processing Logic / loT App with almost no coding activities
— Data Analytics in Python or Rstudio
— Dashboards with almost no coding activities.
* - Orange parts of the previous figure slide are those usually developed,
— all the rest, is part of the provided microservices and infrastructure.

* Third party applications can dialog with the solutions via
— Smart City API, Swagger: https://www.km4city.org/swagger/external/ and internal for some...

— Brokers/loT Brokers, for example for NGSI Orion Broker:
https://www.kmd4city.org/swagger/external/?urls.primaryName=0rion%20Broker%20K1-
K2%20Authentication%20API

— Processing Logic / loT App any protocols: https://www.snap4city.org/65 They can also expose some
specific API, custom made

Snap4City (C), June 2024
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Data Models: Entity Models / IoT Device Models, Smart Data Models, etc.

Proc.Logic / loT App: data ingestion, adapter, transformation, wrappers, business logic,
transcoding, integration, interoperability, algorithms, etc.

Data Analytics: algorithm and processing in RStudio or Python, ML, Al, XAl, etc.

User Interface Design: Dashboards, client-side business logic, Synoptics, widgets,
templates, styles, etc.

Client-Side Business Logics (if any) realized in JavaScript on Dashboard widgets.

Server-Side Business Logics (if any) realized in Processing Logic as Node-RED and
JavaScript.

and the data instances for the High-Level Types.

Snap4City (C), June 2024
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¢ gNAPdCITY @ Jdocker

Platform Management:

Presentation: Control Room, Widgets, Mobile Apps, Dashboard Builder Dashboard Mng Synoptics 3D Digital Twin
Visual Analytics Applications, Telegram Bot, ... B (S eTo £ s R IFE 16 Data Inspector Scenario Editor CSBL

External Interoperability: smart City API, Federated, API Accounting/Billing

sier | iscie F I

Operation:

What-if Simula Event File Heatmap Traffic Flows TVCam BIM
tion Reporting Mng Mng Mng Mng Mng Mng
@Studio @ python
KPI, Indicator WorkFlow Sentiment SUMO Tipyc. Time Open to any module
d’docker """ Analysis Tickets BPM Analysis Trend and system
Data Predic Anomaly Statis Artificial Routi Py o
»
FAErTAY ¢ S -

Internal Interoperability: API, MicroServices

Snap4cCity Node-red Libraries m\NebSocket EFILUARE

semantic modeling, city entities, normalization, knowledge base

Data Storage and Reasoning: data storage, noSQL, aggregation, LOGraph \)Openseaﬂ?h

SuperServiceMap

NGSI V1, V2, LD (& FIUARE
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transformation, data models, ...

i Director Blockchain
Data Collection: data mining, harvesting, integration, OcKehd W‘
Harvester Data Manager Brokers

Lmked Data triples

& FILARE

Node-RED

Any protocol and format

Any protocol and format

Connectivity: wired, wireless (Lora, 5G, 4G, 3G, Wi-Fi, etc...), loT Edge, etc.

=

YCLOAK

=
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m
=
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o
=
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C ,SNADACITY i

Authentication and Authorization:

GDPR compliant

Node-RED

Partecipatori and Living Lab Supports

09/23

Any protocol and format

009000000
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Device Layer
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|___Anyprotocoland format |
2 External Social
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a -m Gateways Services Scraplng Media
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Development Life Cycle
Smart Solutions
Agile: CD-CI, Continuos Dev - Continuos Improvement

SnapA4City (C), June 2024

48



P
ha T

P OE 4

DINFO

DIPARTIMENTO DI
EGN

DISIT .
‘.
DISTRIBUTED SYSTEMS
ING ERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB

Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling
Data Analytic
Userinterface +
Business Logic

@ Deploy

@ Deploy
@ Deploy
@ Deploy

Processing
Logic /loT-Apg
Data Analytic
Special Tools
Userinterface

Dashboards
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* The activities of Test and Deploy are performed into the
corresponding tools

— Processing Logic / 1oT App Editor Node-RED provides a button for
Deploy and a Debug console for testing

— Data Analytics are
 tested on development user interface on RStudio and Python
* Tested on Deploy when they are executed as container from loT Apps

— Dashboards are tested directly into the Dashboard editor and preview

Snap4City (C), June 2024
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* |s the phase in which all components can be integrated and tested in
their integration on the platform ready to be used in production.

* The validation should be performed verifying:
— Functional Requirements

— Non functional Requirements

* The production process is very easy in Shap4City since implies to
provide access to the tools and services to final users you planned.

— The grant can be performed on Dashboard Management and on loT Directory,
and on Data Management for the data.

* Once putin production the Solution can be monitored in deep on

Dashboard usage, on data status, on loT App, etc. See Part 6 of the
training course.

Snap4City (C), June 2024
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Typical costs to setup operative

Learn Visualization Tools or Libraries: 5-
15%

Software Licenses: 5-15%

Development Time: 20-30%
Infrastructure Costs: 10-20%

Data Processing and Storage: 10-20%
Customization and Interactivity: 10-20%
Final Users Training and Support: 5-10%
Maintenance and Updates: 10-15%
Design for Security/privacy: 5-10%
Design for Scalability: 5-15%

In yellow, what is not impacted

¢VSNAP/crry £

conaitions

Desing x Scalability: 5-15%
Design x Security
Considerations: 5-10%
Maintenance and
Updates: 10-15%

Final User Training
and Support: 5-10%

Learn Visualization Tools or
ibraries: 5-15%

Licenses:
%

opment
20-30%

Customization and
Interactivity: 10-20%

Infrastructure
Costs: 10-20%

Storage:
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Snap4City strongly reduces the effort/costs for
* Learn Vlsuallzatlon Tools or Libraries: 5-15% =2 10%
— Visual tools, visual programming, training course, dev. Manuals, etc.

» Software Licenses: 5-15% =2 0%
— Development environment fully open source
* Development Time: 20-30% = 5%

— Dashboard builder, synoptics, widget exchange, dashboard exchange, clone, delegations, etc.
— Reused cloned and shared solutions, artefacts

* Customization and Interactivity: 10-20% - 10%
— Dashboards with Business Logic: CSBL, Node-red SSBL
— Direct development of Business Intelligence without coding all details

* Design for Security/privacy: 5-10% - only respect the guidelines

— Snap4City is end-to-end secure and GDPR compliant, all is already in place
* Design for Scalability: 5-15% = only respect the guidelines

— Snap4City is scalable from Back-End to Front-End, all is already in place

* Reduction of: 45% for development effort of
smart city solutions

nap4cCity (C), June 2024
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* Identification of Process goals and Planning (problem definition)

— Which goals Model Assess. Models
— How to compute, which language & Selection Identification
— Which environment, which libraries
* Data Discovery and Ingestion (from the general life cycle) L' “
— Data Collection, Data Preprocessing if needed .
. Data Analysis: feature engineering, feature selection Model Deploy Data rewev-v
— Data ethics assessment and preparation
* Datareview and preparation for the model, splitting, encoding ' YN\
. Model Identification and building: ML, Al, etc.... u ‘ -
— Model Training Final Data Analysis,
— Tuning hyperparameters when possible Validation Feature

* Model Assessment and Selection (Evaluation) Engineering
— Validation in testing !‘ y |

— Assessment on a set of metrics depending on the goals: global relevant

and feature assessment Solution on Data DiSCOV.erV:
— Assessing computational costs Production Data Ingestion
— Impact Assessment, Ethic Assessment and incidental findings
— Global and Local Explanation via Explainable Al techniques Identification of
. Model Deploy and Final Validation Process Goals

— Optimisation of computation cost for features, if needed reiterate
— Solution on Production (security, scalability, etc.)

*  Monitoring and Maintenance on production

. Documentation, incremental documentation

Snap4City (C), June 2024
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* Please note the effort for
Data Preprocessing and

Data Collection
e 25-35%

* Please note that the pie has

not taken into account the

effort for creating
— an actual applications or

— simple web results rendering

on dashboard

- ) - | \ N @
rrort or Phases

without

"G. ...m’

o SNAP/ciTy 2

snap4cCity

Problem Defimition

Monitoring and
Maintenance: 10-15%

Deployment:

10-15%

Evaluation:
5-10%

Model Training: 20-25%

Snap4City (C), June 2024

ction: 10-15%

Data Preprocessing:
15-20%

Engineering:
10-15%

odel Selection: 5-10%
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e Effort reduction from 25-35% to 10-15%, >55% reduction of effort for

— Data Collection via
 Direct collection access with Brokers, harvesting of external brokers and data models

* Usage of library of data models, more than 1700 models: saving analysis
— Custom data models, massive automated construction of entities

* Automated enrichment of Km4City Ontology and knowledge base: saving time analysis
* |oT App / Node-red development of data collection processes: fast development

— Data PreProcess via

* Node-red visual programming (node.js) for preprocessing, transcoding, thousands of
microservices and libraries, reuse of blocks and data flows, etc.

* Semantic recovering of data relationships via semantic graph DB with Km4City models
e Eventually usage of Python or R-studio or others when needed

— Reuse and share of Node-RED solutions, large number of cases

Snap4City (C), June 2024
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* Powered by

5NAD4Tech

¢V SNAP/woustry

https://www.snap4city.org/d

"ﬁ-'.
E -p@m-

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf
From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www. snanm ty.org/download/video/Snap4City-

naLA ity
/UCItAODPEbNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone- +39-3135-54AR474

UNIVERSITA
HJ I'\/J

DIHFO ‘
Buzcn | TERNEEL

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf
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Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling

@ Deploy

@ Deploy
@ Deploy
@ Deploy

P " t
Processing
Logic /loT-Apg
Data Analytic
Special Tools
Userinterface
Dashboards

Validation

\

i

J

JA

?
A

Data Analytic

Userinterface +
Business Logic

-
=
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* Performing workshops: Innovation Matrix by domain
* Entity Identification: which is the Dictionary

= Actors and their profiles (as Entity Models, loT Device Model): User, Operator, final
user, ict expert, decision maker, doctors, driver, etc.

= entities and their digital counterpart (as Entity Models, loT Device Model) for: Vehicle,
Analysis, Server, Client, Mobile App, parking area, etc.
= Entity Instances / loT Devices which are instances of the models as: City user XX,
Control Room Operator, Doctor Rossi, Cop 3726, Car FI796HG, loT Device XY, Trip 34,
Patient Health Record for Robert, etc.
= Modules or Tools of Third party or legacy tools: they are applications, servers, loT Edge
subsystems, well known services for data providing, gateway, brokers, etc., which should
interact some how with your solutions. They can be on cloud or on some premise, they
can provide you some External API, of some kind: WebServer, Rest Call, FTP, Web Socket,
MQTT, etc.
= External API: to interoperate with any other application and service / servers.
= External Services / Web Pages: to host into the user interface and Dashboards elements
coming from third party applications.
= Tools: which can be actual software or hardware tools, and also data analytics, algorithms,
procedures.

Snap4City (C), June 2024
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The Dictionary of Entities

Dictionary of Entities

Term DataModel or Module Responsible

Driver Healthiness DriverHealthiness Entity Model Dr. Rick Ross To be done  To be defined
User profile A DriverA Entity Model

Vehicle Event VehicleEvent Entity Model

Remote Consolle MyOperation Application J.T. Kirk To be done  lost

Columns in green are expected to be filled in the design phase
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* For example: Let us now to suppose that we have to develop a solution for
monitoring Vehicles and Drivers. Each Vehicle has a profile description and
can be driven by a number of Drivers over time. Each Vehicle can
experience some maintenance and performs trips in the city area. A trip has
an official start/end and over time is described by its velocity, acceleration,
brakes, charging level, or thank level, etc. Each Driver has a profile and can
use a number of Vehicles to perform trips. During the trip also the Driver is
monitored for its healthiness, attention, etc., and before, during and after
the driving, periodically or sporadically may experience some Analysis to
certify its capability to drive in that moment and for the next days. The
Driver may experience some warning cases for healthiness, some tickets
from policeman, some warning for high-speed velocity or generically bad
driving, some problems from the vehicle’s status, etc.
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Driver: user45

with dateObserved inw e

Data Model of the Driver

* Name: string

* Surname: string

e Age: number

* Weight: number

* Phone: string

e Email: string

* DriverAnalysisID:
ServiceURI

Register to/

instantiate

Name: David
Surname: Smith
Age: 45
Weight: 78 Kg

Phone: +49345096103
Email;: david89@gmail.com

NikName: Carl
DriverAnalysis:

http://.../user4/'5&iveranalysis

...... 7

4

Write SURto create I
cross refrences

4

DriverAnalysis: user45driver!nalysis

DriverID: http://.../user45| I
dateObserved: 12-03-2022T12:00:00

Status: "none"
Location: null
Doctor: null
Tools: null

Snap4City (C), June 2024
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DriverAnalysis: user45driveranalysis

* DriverlD: http://.../user45

* dateObserved: 25-04-2022T712:00:00
e Status: "bad"

* Location: truck

e Doctor: null

* Tools: Eyetrack

.
New update on
user45driveranalysis by
sending aimessage

DriverAnalysis: user45driveranalysis

* DriverlID: http://.../user45

* dateObserved: 22-03-2022T712:00:00
* Status: "good"

* Location: room45

* Doctor: https://...............

e Tools: null


mailto:david89@gmail.com
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Hiswin

legenda
Entity Instan
|:| Entity Model

Entity Messages

3 Register to

with dateObserved ~ INStantiate .
A2 Zz7 e

Data Model of the Driver
* Name: string '
* Surname: string

* Age: number

* Weight: number

- q
. Phgne: string
Email: string

Register to /

instantiate

DISTRIBUTED SYSTEMS
AND INTERNET
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Drlve @ /@/

. Name David

. Surna} Smith
Age:45 -
Welght/78 Kg
Phone: +£9345096103
Email: david89@gmail.com
. N|kName Carl —~

Write SURto create I
cross refrences

|
4 .(;QA

DriverAnalysis: user45driver!nalysis §

.- I Q C\r Q
* [ DriverlD: http://.../user45 vaul Q’o 8 )
 \ dateObserved: 12-03-2022T12:00:00 "&'f@.. “‘?.
* |Status: "none" LFEIST™

. &
* |Location: null S ¥ O
SR

* |Doctor: null S)&Q

* [Tools: null

Snap4City (C), June 2024

riverID: http://.../user45
ateObserved: 25-04-2022T712:00:00

° tatus: ——
. cationtruck

. octor: null

. ols: Eyetrack

. ! 4

New update on
user45driveranalysis by
sending aamessage

DriverAnalysis: usef45driveranalysis

* DriverlID: http://.../user45

* dateObserves 22-03-2022T41\2:00:00
* Status:\g

* Location: room45
* Doctor: https://...............

e Tools: null
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API, External Services

External API

and | Kind parameter |Credentials status Description, Swagger link,
name shape approach Postman, ...

CKAN

Columns in green are expected to be filled in the design phase

External Services

These info can be loaded on Snap4City platform to show them on dashboards easily

Snap4cCity (C), June 2024
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o Scenarios describing the application/task, textual definition, with some standard table

as UML. The scenarios have to refer to identified entities.
o https://www.uml-diagrams.org/activity-diagrams-examples.html

o Use Cases describing the different cases into the single applications, by using UML
formalization, there are specific Use Cases for each Scenario. Please focus on the most
relevant, those that are adding value to your solutions. The others can be given for
granted in a first phase.

o Requirements by using standard tables, using identified Dictionary of Entities,
prioritizing them, setting mandatory/preferred/optional, functional and non-functional,
first/second/third release, etc.

o Sequence Diagrams: for some of the critical aspects- For example for describing the
user interaction, and/or the interaction among major entities, putting in evidence which
is the Entity starting the dialogue with respect to the other Entities involved (e.g., a
client requesting data to the server, a device sending data to the broker). UML sequence

diagrams are a suitable formalization for the purpose.

o https://en.wikipedia.org/wiki/Sequence diagram
Snap4City (C), June 2024
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change
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event driven, sync v :
————— Jctivate : <
communications... for example Monitoring f———> Regéjtea”“g s e
by sending data on loT Broker QO l,

. . Return info
* Dashed lines can denote Pull inform | e 'f;fofma i; Perflorm F®
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data collected periodically.
final task |<
& assess  J)~—

Stop driving
from Platform to Mobile -\> Change l

Devices OK l(— - — =~ status
* Coloured Dots are the different ——— Sl;r?{arlzet
. - . and Repor
devices data storage inform |g— = = tion... $
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-\) change
Storage an event oK oo status
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et i Registering | ~ _—> activate | D

data . ‘L
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Every time a data is
entered into the
Storage an event
occurs into the broker

* The server «Inform»
can be subscribed
from an loT App to
receive in push these
changes (red dashed
line)

A var
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[
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Vehicle + Operator m Data Analytics

Start driving

—O

OK

v

Monitoring

- /@ﬁ
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change
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Return info ‘L
Proc... [€ Perform
i analysis
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The driver on its Mobile App, he/she marks the start of the driving section, and the App notifies the
change of status to the platform via some broker, once performed all the needed verifications (taking
some minutes, may be).

The effective change and authorization to start is made accessible by the platform to the mobile app
which is requesting the status in pull (dashed line).

Then the mobile app starts to monitor the drive status continuously, and send new data (e.g., the level of
attention, the road taken, etc.) to the platform via some broker every minute.

The arrival of new data may activate some data analytics to perform some analysis of the collected data
(red dots) and producing results on the platform data. In the case in which the process detected critical
conditions for the driver, the assessment procedure on platform may decide to send an event/message
(dashed red, in push from platform to clients) to the operator and driver via a Broker to warning the
driving of the lack of attention or for some wrong path.

The event in push from platform to client could be a viable approach on some platforms and may have
some limitation on Mobile App in which the interaction paradigm can be changed in a periodic REST call
from the Mobile to the Platform.

Snap4City (C), June 2024
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the black continuous line (push) will be used to send some data on the platform broker with a REST call which has to be Authenticated and
Authorized according to the Openld Connect as explained later, and would be in the form of:

e https://<platformdomain>:8443/orionbrokerfilter/vl/updateContext

e Orinthe form for non TSL protected interaction:
o http://iot-app.snap4city.orq:80/orion-broker/v1/updateContext?elementid=ELEMENTID&k1=K1&k2=K2

the black dashed line (pull) will be used to request some data from the platform by using a REST call to smart city APl (Authenticated and
Authorized according to the Openld Connect as explained later), in the forms:

e viaregular Smart city APl by category, etc.

o http://svealand.snap4city.org/ServiceMap/api/vl/?selection=59.581458578537955:16.71183586120606:59.62875017053684:16.
875171661376957&categories=Street light&maxResults=100&format=json

e ViaSuper

o https://www.disit.org/superservicemap/api/vl/?......

e Via Super by values

o https://www.snap4city.org/superservicemap/api/vl/iot-search/?selection=43.77:11.2&maxDists=700.2&model=CarPark

— https://www.snap4city.org/superservicemap/api/vl/iot-
search/?selection=42.014990:10.217347:43.7768:11.2515&model=metrotrafficsensor&valueFilters=vehicleFlow>0.5:vehicleFlow<300

Snap4City (C), June 2024
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a on REST Call 2/2

e the red dashed line (push) will be used to send some data from the platform (from an Orion broker) to some stable IP client or
other machine for machine-to-machine communication

‘L‘jL (
Lezellil

e As a first step the client has to subscribe to some entity on the Orion Broker passing its IP where the broker will have to send
the data in push

o The POST will be in the form of /vl/subscribeContext passing as parameters: elementid (the device ID, and K1, K2) or TSL

approach

o curl -X POST "https://brokerl.snap4city.org:8080/v1/subscribeContext?elementid=mypersonaldatatester-
device&k1=4e0924a8-fdd6-49cf-8d4a-f49cb5710d8b&k2=240567da-64a4-43b3-8ac9-1265178f3cbe" -H "accept:
application/json" -H "Content-Type: application/json" -d

"\"entities\":[{\"type\":\"Ambiental\",\"isPattern\":false,\"id\":\"mypersonaldatatester-
device\"}],\"attributes\":[\"temperature\"],\"reference\":\"http://prova/\",\"duration\":\"P1M\",\"notifyConditions\":[{\"
type\":\"ONCHANGE\" \"condValues\":\"temperature\"}],\"throttling\":\"PT10S\"}"

e Then the broker will send the messages to the subscribed client

e it could be possible to have this kind of push also by using Kafka and/or WebSocket, but this is possible with simple and direct
exposed API to all Snap4City platforms.

* The external APIs of Snap4City are documented in Swagger

* https://www.km4city.org/swagger/external/index.html

Snap4City (C), June 2024
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Requirements

Main Entity / | Description Relevance / Main Tool-Module / | Status Source
Area Priority Entity involved Code

Operator The Operator has to be mandatory OperatorTool
authorized to register Drivers

to access to its data on the the Drivers
solution

OperatorTool Has to provide the list of pending
assessment to be done

Driver The Drive can verify its optional Web and/or Mobile
registration by putting Password App accessible for

Columns in green are expected to be filled in the design phase

Snap4City (C), June 2024
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Somehow related each other
* Protection, privacy, PENTest, GDPR compliance, ...
Scalability, performance, efficiency, cloud/edge/container compliance
* Resilience, robustness
* Modularity, flexibility, reusability, maintainability, ..
* Portability, Openness, opensource
* Interoperability, standards compliance
* Responsive, usability, ..
* Etc.
All largely covered by Snap4City platform

Snap4City (C), June 2024
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* Despite the Snap4City platform provides a full range of Non-
Functional Requirements
— You can with your analysis and design produce poor solutions

* For example, it is not a good approach to:

— Collect user profiles and putting them public
— Collect data every 10 second of phenomena which change only once a

day
— Couple your web/mobile applications with server-side processes by
using synchronous communication in a context which is not synchronous

and neither real time

Snap4City (C), June 2024
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* As a general remark:

Do not worry if at the first sprint of the above steps you forgotten to fill some
details. It is quite sure that, you have also provided some details that would
have to be revised/changed at the next iteration.

The suggestion is start developing from the core parts, which are the
production of Entity Instances from the Entity Models, the ingestion of Entity
Messages for the Entity Instances, etc., and detailing the most relevant and
innovative Use Cases with respect to the state of the art.

They would leverage the smart solutions to a new level, at each sprint.
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Development Life Cycle
Smart Solutions

Data Discovery
Data Modeling
Data Analytic
Userinterface +
Business Logic

& (Ppoy—
DISI I " ﬁ—;— o7
RN NAP R
TECHNOLOGIES LAB — ﬁ‘ /mm

e

@ Deploy

@ Deploy
@ Deploy
@ Deploy

Processing
Logic /loT-Apg
Data Analytic
Special Tools
Userinterface

Dashboards

1

A

?
A

-
=

Validation

SnapA4City (C), June 2024 87



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

‘ & (3 -.. *"5

DISTRIBUTED SYSTEMS r '

R > | CITY
N - &

 Data Discovery: Ingestion, gathering, interoperability,
discovery, modeling, aggregation, mapping =2 digital twin
modeling

Design

Data Discovery
Data Modeling

* Data Processing: transformation, interoperability;

Data Processes computing Indexes, KPIs and benchmarks, ...

Data AnalD

Userlinterface +
Business Logic

Analysis

e Data Analytic: statistic, predictions, classification,
anomaly detection, simulations, optimization, routing,
ML, Al, XAl, HPC, ...

e User Interface: dashboards, web pages, business
intelligence, visual analytics, what-if analysis, business
logic, mobile applications.
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v, Entity Directory Map, ServiceMap Scenario
J . .

| loT Directory Proc.Logic/loT App Editor
Development HLT & Data

Development
Tools + loT App

Management

;
I

Tables and J
; ] Pl Dashboards
Documents ﬂ

Development life Extra Dashboard
Management ]
cycle manual Widgets
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* Performed by analyzing data from:
|. identified scenarios from the Snap4City Innovation Matrix
Il.  main organizations, third parties (via interviews)
Ill. other stakeholders (via interview and web pages)

IV. regional, national and international sources:
. open data portals, CKAN network, weather sources,
II. 10T networks, etc. via web pages and sites

V. Mobile Applications (via Snap4City API)

VI. SnapA4City portal Https://www.snap4city.org
VIl. Data market.............

VIII. etc.

* Exploiting Snap4City experience, data and tools

* By following the Snap4City guidelines on Data Search on web and world
reported in the training course and on Snap4cCity.org portal.
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' . . License /
. . Referen |Provid |endpoi |Authent|HL rotoc . \Volum GPS .
Description [domain |S/ICO/RT I/0 [Type [Status L porAUT b HLT |Format|Size Rate ffoto |Condition of
er nt ication [protocol|ol e ed -
2
Graphroad [Enerqy  [Static In Struct UnderstooiName Stakehol url Simple  |Push Datex [Sensor [XML |variable|10Byte E\_/ery 10 Yes [URL,
d Surname |der ID minutes .
S Public as CC...
Sporadic,
Parking Grap Real Time Out Non Acquired [Email Staff or Broker [CertificatefPull WS Sens- JSON 1.5 1245 max 1000 |No [IMG
struct not staff Actuator fields |Kbyte |. . .
times per day Link to file
Consumption Mobility |Combined Infout Scheduled|Phone Internal.. Etc. REST [(KPI GeoSO Periodic Kind .
of energy N Private ...
q Transport [RT stream Tested  [Etc.. Custom Persong] KMZ 2 per day [Fe .
Data e msg Restricted to ...
RT Messages Operative ODBC [Ext Srv [WFS Patic .
Sensible data
Failed JDBC (IOT \WMS GDPR aspects
Not Virtual
needed Sensor Pl
GIS db
Heatmap
Path,
trajectory
Trend

Examples are provided per colum.
The resulted raws may have not sense.
The status refers to the ingestion process.
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e POI, 10T Devices, shapes,.. I
* FIWARE Smart Data Models, e el
* loT Device Models o

e GIS, maps, orthomaps, WFS/WMS

GeoTiff, calibrated heatmaps, .. Yy
* Satellite data, S

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins, .. |~
 OD Matrices of several kinds, .. |- ¥

4000

e Dynamic icons/pins, .. B - & :
* Synoptics, animations, .. 3 hmerigolggpuc
* KPI, personal KPI,.. -m
* social media data, TV Stream,
* routing, multimodal, constraints,
* decision scenarios, B,
° etC. o lueen | pineo [pisir
10/22 FIRENZE | B Rcme | RN Ve
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Standards and Interoperability (6/2023) ’“"*SNAV

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, En
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SNMP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS
Milestone, ....

*  Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,.. https://wvwv.snap4citv.orq/65

* Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, ..

e Social:Twitter, FaceBook, Telegram, ..

* Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

o< eFoundation ‘Q/, FI 2218 -
2701V AN

Node-RED g O |O 'X digulal ecosystaem bee Smart CItg
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partner network
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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Entity / 10T Device

02-04-2020 10:30 34.5
02-04-202010:40 36.5
02-04-2020 10:50 36.0

g Parts 3,5  ¢“SNAPlryEs
/

A =& ) : L 2 el e .
What About Entity instance

Sends a
message

Message (

Temperature: 29.34,
Humidity: 35
)

23
24
22.5

timestamp: 02-04-2020 at 10:30,

loT Devices, Time Series

* A set of data coming from an Entity Instance /
loT Device with multiple sensor become a
time series of values for devices.

— For example: taking a new measure every 10
minutes (Red Lines)
— Non regular rates can be valid data as well.

Each new measure in Snap4City is
conventionally time located in
«dateObserved», which has to be Unique.

— Only one message per dateObserved is
allowed

(0

Snap4City (C), June 2024
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IMe Series: they are data streams
* As soon as you have registered an Entity Instance / loT Device

— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
* recalled in PULL with some loT App.
* Loaded in PULL with some File or Data Table Loader

NOW!
Past, historical data.... Future! ... predictions
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|aT Device Variable lcTDevice oTSensor devicetest] orionUNIFI temperature temperature float 2021-10-1510:01:02 private (My Owiny

e salt

oC ®
|cT Device Variable laTDeav ol Sensor devicetest] arianUNIF humidity hurnidity float # . 2021-10-1510:01:02 private (My Cwn)
|oT Device Variable loTDevice cTSensor MyThermormeter_001 arianUNIFI temperature temperature float oC . 2021-10-15710:01:01 privates
|cT Device Variable loTDevice olSensor MyThermometer_001 orionUNIF huridity hurnidity float # . 2021-10-1510:01:01 privat
|oT Device Variable loTDevice oTSensor adminTest] orionUNIFI termperature temperature string “C 2018-05-311916:05 . 2021-110-1510:01:00 | private (My
|cT Device Variable IcTDevice oTSensor adminTest] orionUMNIFI humidity humidity string % 20158-05-311916:05 . 2021-10-1510:01:00 private (My O
|aT Device Variable loTDevice oTSensor arcodevl arionUNIFI temperature temperature float °C . 2021-10-15 10:00:59 i
|aT Device Variable leTDevice oTSensor rcodewv] arianUNIF] humidity hurnidity float % . 2021-10-15 10:00:59

4
Search
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Broker name
Value Type
Data Type
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Technical meaning Vah';‘é""?fyp o
Value Unit Value Unit Data Type Data Type

Link to Friend Sensor as ServiceURI: \/glue Type

//' \

Value Unit Value Unit Data Type Data Type

URL KW String, URL Float
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Example of Energy and its Value Units

<
Dictionary Editor for Data Fields

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti..

Bollard subnature Bollard TransferserviceAndRenti... EE
Bookshop subnature Bookshop ShoppingAndService EE
boal value unit boolean dali_com_error, dali_dim... EE

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... EE
brightness_flag value type Brightness Flag string EE
broken_bikes value type Broken Bikes integer mE
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment EE
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* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

* Therefore: main Data Types are:
— Float: numbers with decimals large as you like, etc.
— Integer: numbers, booleans (0/1), on/off as 1/0, etc.
— String: url, links, names, id, descriptions, status code, SURI, etc.
— Json Objects: structured data, vector, matrices, etc.

Snap4City (C), June 2024 101
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a)FIWARE Smart Data Models, versioning, and harvesting the
standard repository

b)Entity Model / 1oT Device Model which are accessible into the
Snap4City environment

c) Excel files by using Data Table tool, which extracts the model
from the excel table and automatically creates Entity Model / IoT
Device Model, Entity Instances / 10T Devices and data attached to
them

d)Creating a custom Entity Model / loT Device Model in standard
Snap4City format via Entity Directory / loT Directory

Snap4City (C), June 2024
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Entity Model Entity Instance
(10T Device Model) (10T Device)

Lonnections among en

Entity Message
at 23-12-2019T20:15:00

(o

Entity Message
at 23-12-2019T20:30:12

Broker Broker: OrionUNIFI

Broker Protocol: NGSI

Info ID: string ID: “park45” park45 park45

Position GPS: lat, long GSP:43.12,11.34 GSP:44.1256, 11.1234 GSP:44.1259, 11.1233

Static Description: string Description: “parking massaia”

attribute

Static MyAddInfoSURI: string ‘

attribute

Values dateObserved: Timestamp 23-12-2019T720:15:00 23-12-2019T20:30:12

Values FreeSlots: Integer, # FreeSlots: 345 FreeSlots: 234

Values TodayCarSURI: string TodayCarSURI: TodayCarSURI:
“http://......... /CarNF126GD” “http://......... /CarGF789KK”

Values Temperature: float, celsius 34 34

Snap4City (C), June 2024
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* ID: is the unique identifier for reconnecting Temporal Instances with register£t) Entity / Devices %
* Static Attributes: ’ &,% , 9

e ————

— Are typically associated with instances of the IOT Device. 5»
E.g.:, You have a set of parking areas, each of them is located in a specific street, nciIJLs its one
name, etc.

— Different kinds of attributes can be set for each SubNature. Their definition has to be pre‘?f}i
the Knowledge Base © for automated indexing. CV

* Values: they are time varying variables (temporal values/instances)
— They change over time, the timestamp of the time series is conventionally «dateObserved» in
Snap4City
— In new SensorMobile HLT, also GPS can be changing over time as in the MyKPI
* NOTE for:

— names/IDs: Spaces or strange characters are not allowed in the. Please use simple alfphanumeric
strings, it is a limitation of many solutions including Orion Broker and increase interoperability of
your data.

— Values of attributes and variables: can be UTF8, but similarly, they do not accept: () <>
values

— https://fiware-orion.readthedocs.io/en/master/user/forbidden characters/index.html

“ ¢,

;= into
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Entity / Dev

4

J

IOT Broker Info Position Static Attributes Values
Latitude Longitude
Latitude is mandatory Longitude is mandatory
\ - - a, )
A
4
A / A

Ay Signa
S 3 ) : Pontassieve
N Laﬂa aSigna ‘\“‘\-" Firenze - P
S o £ 9w ) anded Bfa'inoaRl\oll 2
- |
ast i A / o7 g " A A
A
Mon/teiupo /\- - ’
Fiorentino / .
r_,é"\ AA \4/
9 ST i - A |
Aa
A S
A <oF;
o
Impruneta = % Reggello
o = Leaflet | ® OpenStreetMap contributors
——— ————

s

—4
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Ceneral Info aT Broker Static Attributes
chargingStatevalue charging_state [Chargiiv some coded status [staiw string v
Value Narme Value Typ Value Uni Data Type
Ok Ok Ok
Refresh rate 900
Healthiness Criteria Healthiness Value
stationStatevalue charging_station_state v some coded status (starw string v
Value Name Value Typ Value Uni Data Type
Ok Ok Ok
Refresh rate 900
Healthiness Criteria Healthiness Value
dateObservad timestamp (Timestamp v timestamp in millisecor v string v
Value Name Value Typ Value Uni Data Type
Ok Ok Ok
Refresh rate 900
Healthiness Criteria Healthiness Value
chargingState charging_state (Chargiiv some coded status (staiw string v
Value Name Value Typ Value Uni Data Type
Ok Ok Ok
Refresh rate 900
Healthiness Criteria Healthiness Value
stationState charging_station_state v some coded status (starw string N
Value Name Value Type- Value Uni Data Type
Ok Ok Ok
Refresh rate 900
Healthiness Criteria Healthiness Value

Add Value
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e Static Attribute of an Entity Instance to another Entity Instance, as
highlighted in green in previous table.

* Dynamic Value/Variable of an Entity Message of an Entity Instance to
another Entity Instance, as highlighted in green in previous table.

* the example reports a

— static connection and

— dynamic connection to change the car at a given timestamp, note
also change of position and other parameters, if needed

Snap4City (C), June 2024
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http:/
http:/
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hitp:/wwwow3.org/1999/02 /22 rdf-syntax-ns=tvpe Swww w3 org/ns/sosa/Sensor

hitp:/wwwow3.org/1999/02 /22 rdf-syntax-ns=tvpe Swrwow, disit. org kmdcity/schema=Traffic sensor
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http:/,
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http
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warw disit org kkmd entyy
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tvpe/average
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resource

[value

tvpetraffic_congestion
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resource/
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|ll't1):-".-'“1=n\'_vr3 .org/ns'sosa observes |MQ::'-’“‘“1T. disit org/kmdcity/resource/value_type/average_wvehicle_speed |
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Refer to
0T
Device: 45

IOT Device:
45B

IOT Device:
45C
0T

Device: X2

¢“SNAP/ciry @;,T@

* Devices and POI may refer to:

— |loT Devices/Entities, POI, MyKPI,
Heatmaps, etc.

— The Links may change over time

 MultiDataMap can be used for
navigation:
— Among: loT Devices, POIl, MyKPI
— Automated focus
— Accessing Time Trends

Snap4City (C), June 2024 109



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGE NERIA
DELL'INFORMAZIONE

\g ) x vl [ ]

DlSTR|BUTED SYSTEMS .

T SNAp4C|Ty @, e
L &

"id":"ThermalBOX1",

"type":"thermalbox",

"dateObserved":{"type":"string","value":"2022-02-24T17:15:34.609Z2"},

"latitude":{"type":"float","value":"43.76965"},

"longitude":{"type":"float","value":"11.25570"},

"SHTdevice"{"type":"string",
"value":"http:\\\www.disit.org\Vkm4city\/resourceViot\/orionFirenze2\/Firenze\V\SHT20lab_new"},

"camblcount":{"type":"string","value":"datamanager\/api\/v1\/poidata\/17058000"},

"cam52count":{"type":"string","value":"datamanager\/api\/v1l\/poidata\/17058001"},

Value Type: Identifier

Value Unit: ServiceURI //any query: such as those of the Selector
Data Type: String
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Data Modeling examplel

< >
A EE L Q
== | =S N
C

[T
LLECLCLETRELRRELELEY

Snap4cCity (C), June 2024 116



UNIVERSITA DlNFO ‘ *
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS f‘ '
F I RE N Z E INGEGNERIA AND INTERNET E

DELL'INFORMAZIONE TECHNOLOGIES LAB xa m p e

loT Device Model: Driver

Nature.................

Subnature: ..........cccuuuuee.

Lat,lon: Default (they do not need to be specified in the variables, they are provided by default, but values have to be imposed at the
instantiation of the device from model), they are float

Device in Mobility: No (the variable do not need to be specified, while the value has to be set to state if the Lat,Lon are going to change,
moving the device or not)

Value_name Value Type Value Unit Data Type
dateObserved Timestamp Timestamp in ms String
identifier ID text String
name entity text String
surname entity text String
age age number Integer
sex status some coded status String
language entity text String
email entity text String
phone entity text String
address entity text String
locality entity text String
city entity text String
nationality entity text String
civicNmber entity text String
dateofBorn DateTime Timestamp in ms String
gender status some coded status String
driverHelthiness Identifier ServiceURI String
driverEvent Identifier ServiceURI String
driverAnalysis Identifier ServiceURI String
Vechicle Identifier ServiceURI String

Snap4City (C), June 2024 117



UNIVERSITA DlN
D EG LI STU DI DIPARTIMENTO DI R}\‘STERA?U;EDTSYSTEMS
F I RE N Z E yg_ﬁ?ﬁggg\MAZIONE TEC?HNOELOGE;ES LAB

Example 2

¢“SNAP4ciry

loT Device Model: driverHelthiness

Subnature: .......oeeeeennne
Lat,lon: ...........
Device in Mobility: ...........

Value_name Value Type

Value Unit

Data Type

dateObserved Timestamp

Timestamp in ms

String

kind

levelAttentionFactorl

levelAttentionFactor2

driver Identifier

ServiceURI

String

Snap4City (C), June 2024
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Example 3

loT Device Model: Vehicle

Nature.................

Subnature: .......cccecrienenne

Lat,lon: ...........

Device in Mobility: ...........

Value_name Value Type Value Unit Data Type
dateObserved Timestamp Timestamp in ms String
producer entity text String
model entity text String
plate entity text String
companyID entity text String
velocity velocity km/h float
acceleration acceleration m/s2 float
Status status some coded status String
energyLevel energy level percentage Float
kmTotal distance km Float
thankLevel energy level percentage Float
vehicleEvent |dentifier ServiceURI String

Snap4City (C), June 2024

¢YSNAPlciy 2




UNIVERSITA D tho ‘ *

DEGLI STUDI DIPAR!IMENTO DI DISTRIBUTED SYSTEMS e‘ '

F I RE N Z E INGEGNERIA AND INTERNET E CITy
DELLINFORMAZIONE | TECHNOLOGIES LAB xa m p e

loT Device Model: VehicleEvent

A1 (1 (- H—

Subnature: ...

Latlon: .......u...

Device in Mobility: ...........

Value_name Value Type Value Unit Data Type
dateObserved Timestamp Timestamp in ms String
eventID ID text String
eventKind status some coded status String
status status some coded status String
vehicle |dentifier ServiceURI String
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legenda

Entity Instance
|:| Entity Model

N e
. ‘l
1= DIPARTIMENTO DI DISTRIBUTED SYSTEMS . '
Ve FIRENZE INGEGNERIA AND INTERNET
DELL'INFORMAZIONE TECHNOLOGIES LAB ot
\\\a\‘

Driver: user45

* Name: David DriverAnalysis: userd5driveranalysis

* Surname: Smith  DriverID: http://.../user45

EntityMessages | COIStEN 0 e Age: 45 «  dateObserved: 25-04-2022T12:00:00
with dateObserved  INStantiate *  Weight: 78 Kg e Status: "bad"

+  Phone: +49345096103 .

* Email: david89@gmail.com e Doctor: null

Data Model of the Driver

* Name: string

* Surname: string

e Age: number

* Weight: number

* Phone: string

e Email: string

* DriverAnalysisID:
ServiceURI

Register to/

instantiate

* DriverAnalysis:  Tools: Eyetrack

http://.../user45d/riveranalysis — 4
''''' / New u da-:te on
/ 4 pdos
Write SURWo create , user45driveranalysis by

sending aimessage
crossreﬁérences g n g

N ' Q&

X
DriverAnalysis: user45driver!na| sis Q : . . <
. , y-h _ I y Q §\ GQ; DriverAnalysis: user45driveranalysis
DD W oo VSRS eenn,, o &« DriverID: http://.../userdS
. 1903 P e, & : J/...
dateObserved: 12-03-2022T12:00:00 3§, | . gateObserved: 22-03-2022T12:00:00
e Status: "none" ¥ o y |
. Location: null RN * Status: "good
Ocation: Nt SN * Location: room45
g 9 :

* Doctor: https://...............
* Toals: null

* Doctor: null NIES
* Tools: null [
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Example of Data Model Diagram

Driver Q C C Time legenda
Jiileeis) : Device

A Time | - Device Model
&

Device messages

I . Time with dateObserved

Time

&
&

o
L~
‘ D () Time
i o @2%

At the «same time slot»

O

»
»
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Example of Data Nodel Diagram

Q:@Z 8 Time legenda

Device

Driver
(Model)

register

<

. Device Model

Device messages

l . Time _ with dateObserved

Time

R —

(>
Ol G
07 ()Time

LAv/‘A/"
At the «same time slot»

»
»

O

Vehicle
(Model)
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Driver Driverl
(Model)

Healthiness

register

Driverl ‘ T
Event Ime
Driving
section i Driverl T
Analysis - hime
A =
) »Time

e «same time slot»

Vehicle B | " t+ 1.
(Model) b
‘ ’ > Time

On/off driver = - /.

management ?ﬁ DVLL/X@
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Knowledge and

Snap4City Tools |HLT-Data Inspector

i | UNIVERSITA | BINIFO | DISIT Z
L3 < DEGLI STUDI DIPARTIMENTO DI DlSTIBUTED SYSTEMS
FIRENZE | BERER . | SENERELT, / Data Management CITY

v, Entity Directory Map, ServiceMap Scenario
J . .

| loT Directory Proc.Logic/loT App Editor
Development HLT & Data

Development
Tools + loT App

Management

;
I

Tables and J
; ] Pl Dashboards
Documents ﬂ

Development life Extra Dashboard

Management ]
cycle manual & Widgets
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Snap4city Da

J

Lﬂ
Q.
—
[
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&
ﬁ
C
Q)
e
ﬁ

sto rage
A number of KB

Manual or automated reoichm .. , e federated @\
Registration Eistration Semantic Reasoners %28
triptes Semantic Keasoners - ( Federation ]

of Entities/Devices SEinunuie nvusviicis s | Smart City API, ASCAPI |

! .
| SURI Link APl Manager

©

ACY  subscription no
NGSI

Real Time

Cluster of OpenSearch
for storage with in

front a cluster of
NIFI, OpenSearch NIFI

Massive data flow
entering

Massive data ﬂow|
exiting -

zf; GeoServer

()"3 BlMserver.center /

() studio Data Analytics: ML, Al, XAl @ python’

Platform Automation: )
loT Apps, Proc.Logics, J

Python, ...

Platform Control and Management

Node-llED
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Any Entity has a Semantic Classification

= Accommodation +
LINKED OPEN GRAPH

& Advertising + /| Name: 778fcaed9ebcb2af722f13c260aab5 1e
ﬁ AgricultureAndLivestock + ' ! 78 Nature: CulturalActivity

_— . . . ; Subnature: Squares
ﬂ CivilAndEdilEngineering + SUbNature ¥

Piazza Santissima Annunziata

g CulturalActivity + X
i B . Cap: 50144
m EducationAndResearch + - d m EducationAndResearch - ] City: FIRENZE
u Eme rgency 4+ = 5 Educational_support_activities - @ Prov.: Fl
o a Higher_education B phOtOS
|:| + o n Language_courses m
“ Environment &+ = g:erftonning_darts_s:hoo'lfs a
o ost_secondary_education
m FinancialService + = gPre_primary_educaliun
. o Pri _educati 7 4
J Governmentoffice + ® B rrvate igh,_schao » ‘
B privat g : 12 Descnptlon Al centro della piazza compare la
B Healthcare + OB o menEenee @ o statua equestre di Ferdinando |, Granduca di
o Private_junior_high_school - lq .
EI IndustryAndManufacturing + [ D .. o) (% Toscana, ogera Qel Qtambologna ele _dl_xe
i v‘? fontane marine di Pietro Tacca. Incorniciano lo
ﬂ ToTDevice + @qé’ spazio pubblico, colorato di scene di vita
E MiningAndQuarrying + Sv-- qu.otldfapa, mpnumenn di vario ggnerg: Palqz;o
a Grifoni; il portico defla confraternita dei Servi di
m ShoppingAndService + ’OQ Maria, opera di Antonio da Sangallo e Baccio d
u TourismService &+ “{) o Agnqlo: Iq chiesa della Santissima Annunzuatg
Accademia delle con il portico del XVII secolo; | ospedale degli
“ TransferServiceAndRenting + BelleAiy Innocenti del Brunelleschi

E UtilitiesAndSupply +
E Wholesale +

B SKOS
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My 1OT Sensors and Actuators

User: paolo.disit, Org: DISIT

Entity Models/loT Devices €  roic:Arcamanager Lover 3

10T Sensors and Actuators

Add an 10T Device into Snap4City

@ Entity Instances, loT Devices
Www.snap4solutions.org
New Model
ICT Brokers Q) oosicarssor iy Orrizaion showl o <lentries S
o My Dashboards in My Organization 0 0 . 0 2 .| Device .
Device Model 7| Description 7| ownership |7| Organization 7| Kind 7| Producer 7| Type 7| Edit | Delete | View
FIWARE Smart Data Models My Data Dashbosrd Dev Kibana
[+] Raspberry snapé4city 1 RelEsrg Al e D e e EH D AR DELEGATED DIsIT sensor Raspberry Pl | Ambiental
SPOSMY SNEPZAT - Quad Core, 168 RAM ELECAED s aspberry
o Extra Dashbeard Widgets
S| yPI3 M S a i U 12 CHz —
e Raspberry snap4city 2 Ra ‘pbe”‘ P‘ - fodel B Scheda madre CPUT2 OH DELEGCATED DIS! sensor Raspberry Pl | Ambiental
= = @ Data Management, HLT Quad Core, 1GB RAM
Entity Models/loT Devices
N Arduino Model B Scheda madre CPU 12 GHz Quad R _ _ N
Arduino Uno = DELEGATED DIs sensor Arduino Ambiental
Q Knowledge and Maps Core,1GB RAM
- g o Processing Logies / 10T App 2  Arduino uno-bis i;ﬁ:?g?;iil‘ BScheda madre CPU2 GHz Quad DELECATED DisiT sensor Arduino Ambiental
ICT Devices Bulk Registration e ieE
. SigFox Model B Scheda madre CPU 1.2 GHz Quad N _ _ = N
e sigfox Core,1GB RAM DELEGATED DIs| sensor SigFox Ambiental
. . @ O e<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>