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* Snap4City has been created in response to Select4Cities PCP
(http://www.select4cities.eu/) call as an open, standardized, data-driven,
service-oriented, user-centric platform enabling large-scale co-creation IOT/IOE
applications and services for Helsinki, Copenhagen and Antwerp.

* Snap4City is a fully open source, robust, scalable, easy to use solution, provides
tools for co-creation of mixt data driven, stream and batch processing, extending
the powerful semantic reasoner of Km4City https://www.km4city.org, with
|OT/IOE, GDPR, and city dashboards.

— KmA4City has been validated in multiple devices (PC, Android, Raspberry, ..), and
domains: mobility and transport, tourism, health, welfare, social and cities such as
Florence, Pisa, Arezzo, and large area of millions on inhabitants as Tuscany and million
of data per day.

 The innovation is mainly related to semantic reasoning, IOT interoperability,
microservices, automated dashboard production, .. thus
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* setting up smart city solutions in a f"SNAD

Snap4City Overview, September 2018 (C)
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 Comparison of Snap4City with state of the art
 Services for the city users, stakeholders

* From Level 1 to developers

* Snap4City Living Lab

Snap4City Overview, September 2018 (C)
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* flexible and 10T smartcity-oriented dashboards, visual editor and wizard for
creating dashboards, large collection of widgets, (addressing: sensors and
actuators, selectors, maps, etc.);

 Visual tool for IOT Applications (not rule based, largely avoiding coding), large
number of MicroServices, easy to expand;

* management of any kind of data and resources (High Level Types) by using
Km4City Expert system and semantic indexing;

* providing tools for managing the Living Lab community;

* Coworking for: IOT applications, dashboards, back office processes,
microservices, external services, etc.;

* end-2-end encryption and security/privacy with GDPR: several data types:
My Personal Data, My Annotations, etc.;

* integrated management of referral data, historical data, traffic analyzer;
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Serve as a City Dashboard, App User Interface, etc
— Real time and historical data, any device, sensors and actuators

— Sensors, KPIl, maps, data trends, real time data, charts, etc

 Real Time communication:
— in/out data driven from/to the field into: applications, notifications, etc

* Referral data:

— shadow, access (API, storage, any protocol), production of OD, export
* Data Driven processing: 10T Applications, IOT edge, multiple operating
systems, embedded systems, MicroServices

Data Analytics: Machine Learning, statistics, reasoning,
Serve as Living Lab: open innovation, coworking; collaborative work

. .
sharing: data, processes, dashboard, experiences, solutions

Experimented on large scale cases
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Open Source and based on Open Source Tools and OS
Open Standard for communication and API for In/Out

Scalable, Robust, Distributed and Decoupled, modular, Service
Oriented, open to external services and data sets

Data driven, for reading and data analytic
Heterogeneous: any device, private and public, custom and..

Interoperability: protocols, internal API, Smart City API, capable to
integrate with legacy conditions in place, modular, reusable,...

Communication with things: any protocol, any format, ...
Security by Design: HTTPS, TLS, ...

User Centric Design: privacy by Design (and GDPR), personalized,
personal data management, ...
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* Observer:
— Level O: observers of data with private access

* Manager: Final Users
— Level 1: create Dashboards and IOT Applications
— Level 2: create Dashboards that get and produce data, act on city
— Level 3: add your own IOT Device, create Dashboards with them and city data
— Level 4: create |IOT Applications to make smarter your Dashboards, services,
notifications, exploiting MicroServices
 Area Manager: Developers, Researchers, Operators
— Level 5: Developer of complex services: R, ETL, External Srv, MicroApp, web and
mobile application exploiting Smart City API...

Snap4City Overview, September 2018 (C)
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e Access to the Portal, view Dashboards with public data

10T agd City data World City Dashboard

Firenze Mobilita e Trasporti HD

Snap4City Overview, September 2018 (C)
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https://www.disit.org/dashboardSmartCity/view/index.php?iddasboard=Mjl5
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https://dashboard.km4city.org/view/index.php?iddasboard=MTU1

(Cross widget interaction 2

D@T

E Experimental Mon 15 Jan 15:16:37

flsagryp

(i My First Widget L e

o My Second Widget : o %@

T

|

* Grid on the frame to simplify the sizing of dash
and widgets

* Spaces among widgets to simplify the reading

* Full set of colour, which can be used more
moderately than us ©

Snap4City Overview, September 2018 (C) 17
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* With smart city data, and
* Sensor/actuator: info/IOT/IOE, if any provided by infrastruct. (e.g., Meter)
 — create events/notifications from them

[0]] and City data World C|ty Dashboard

ol

"“"@ o 4

Snap4City Overview, September 2018 (C)
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' i Dashboard Model
Dashboard List Selection Wizard

Examples:

» Official environmental data compared with temperature of the house
* Weather actual/forecast vs the consumption of energy in the company
* Number invoices and revenues vs energy

Snap4City Overview, September 2018 (C)
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Dashboard template

Click on a template to choose it, click on it again to unselect it

Selector, PO, trend
Preset widget choice

MicroApp and services
Preset widget choice

IOT applications
Manual widget choice

* From the scratch to

create a new

Dashboad

Data and trends
Preset widget choice

* From a Dashboard to

Add widgets and
Fully custom
Manual widget choice grou pS Of them

My Personal Data

Manual widget choice 2018 (C) 24
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Dashboard features Data and widgets heck and summary
single data widgets
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High Level Types: sensors, special, KPI, POI, etc.

Nature: accommodation, mobility, financial, wine, health, etc.
— Dashboard €< -2 10T APP, 10T Device to system

SubNature: a subclassification of the nature

ValueType: temperature, humidity, memory, pressure, glucose, etc...
ValueName: name of variable of the: IOT sensor, data, etc.

DataType: integer, text, Boolean, float, webpage

LastDate: last date and time of data acquisition

LastValue: the last value, an example; in some case a parameter
Healthiness: green or red according to the data quality criteria defined
LastCheck: date and time of the last valid data

Ownership: Public or Private; it may be: private, private (Delegated), private
(MyOwn)

Snap4City Overview, September 2018 (C) 27
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analysis
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e User behaviour
monitoring

!ﬁ; =

~ )
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* With Smart city data and information +
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From Models
From SigFOX standard

A range of protocols,
formats, approaches

Create your own devices:
— Arduino,

— Raspberry,

— Android,

— LoraWAN + Arduino,

— etc.

Snap4City

0

badii
Manager | dap

Secure Communication:
HTTPS, TLS (K1, K2)
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Control Room Operator

Would like to:

- Monitor traffic flow,
Environment, Car parking,
Cycling, First aid, temp., ..

- Act and monitor Dynamic
Plates

- Act and monitor red lights

Driver, Policeman

Would like to:

- Monitor traffic,
Parking, env., speed
limit, ...

- Act and monitor red
lights

N\ 82.4%

Request Green
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City user

Would like to:

- Monitor and exploit
temperature and humidity

- Manage sensors

- Perform edge computing

- Using these data for
multiple applications

|OT Broker

¢“SNAP/ciry
o=

*

Click
here Cl

timestamp ¥ LR/ RaspberryPi_Environment
= @ Querying data

N - split - - chart ||

Steps:

1. Registering the device and sensors

2. Create flow on edge device using NodeRed with Snap4City,

sending data to Broker

3. Use data from Broker on Snap4City IOT App

Snap4cCity Overview, September 2018 (C)
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Control Room Operator
Would like to:

- Monitor events vs services in the
city and receive critical event
notifications from on the road
operators.

- Assess contextual condition,
services status

On the road operator

Would like to:

- Monitor traffic, Parking,
env., speed limit, services,

- Send critical event
notifications via coded
description

(@ ii

]
|

0D}

i
i

- X

Taxi Park
=» Taxi park

PeopleNumber
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Examples:

e 1) Social IOT: A group of friends share some data with other according to GDPR: GPS
position, Medical parameters as Glucose, etc.

e 2)saving and retrieve personal sensitive information.

The users manage their Personal data via personal mobile Dash and 10T App, and

configuration on the portal and/or Mobile App
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Smart City
Services and
IOT/IOE
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Piero shares some data with
selected friends according to
GDPR: GPS position

He managed the data via
personal mobile Dashboard
and IOT Application

o

My Personal Data Types
App details

Data stored for my App
Show!10_ ¥ enries

4 10T Applicationname Varisble name Value

'
Actual delegation

New delegation
Mathaton

My Personal Data Types

N
—

Encrypted
Data Storage

N——
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My Personal Data Types\

 Manage Profile and MyPersonalData

¢ My profile data and Blog
* My personaldata by IOTfge * For each Data Type:
M OT seneor data service CraphD — Start as private = making them public
: ::: 'I (anonymous) and revoke
+ My IOT Applications — The Owner is the only one that can: (1) modify
i s P values; (2) change the ownership
e e oo — Define/revoke Delegation to Access
— Delete/forget per Data Type and “me all!”.
Forget me all — Auditing
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DEGLI STUDI

UNIVERSITA
FIRENZE

@ Dashboards
@ My Dashboards
A Notificator
O 10T Applications
+ |OT Directory and Devices ¥
N Knowledge and Maps ~
Micro Applications
I External Services ¥
Data Set Manager: Data Gate
* Resource Manager: Process Loader ¥
[ Development Tools *
@ Management ¥
o Settings
User Management and Auditing ¥
Help and Contacts ¥
[J Documentation and Articles

& My Profile ¥

@' Snap4City portal
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DISIT

&
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Creation of External Services
Management of IOT Devices, |OT edges

Development tools, for example:
— Creation of Data Analytic, Machine Learning in: R, Tensor Flow

— Creation of massive ingestion, data transformation processes in
ETL Penthao kettle

— Creation of MicroServices for IOT Applications, from REST Call or
from Data Analytics

— Management of resources and their sharing
— Open Source with many examples
— Smart City APl with Swagger & Postman documentation/test

Many tools for monitoring and control
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ETL Process

— Data Analytics

Back Office Processes

DISCES and back office management tools

Resource Manager
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KmA4City is an open technology exploited by those projects and line of research of
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approach and thus are contributing to the open Km4City model of DISIT lab.
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