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Abstract— In recent years, there is an increasing attention on
Air Quality and derived services. In most cases, the main
objective consists in providing services independently on the
number of sensors, and on any position of the users. On the other
hand, sensors are collected in limited positions, then a dense grid
is computed to satisfy the needs of services such as: conditional
routing, alerting on data values for personal usage, general
heatmap production for Dashboards in control room of the
operators, and for web and mobile applications for the city users.
The paper formalizes the development process and describes
how it is possible to automatically integrate Data Analytics in
data flow real time processes, called in the paper IoT
Applications. Two interpolation methods have been compared
and validated in order to assess the accuracy. Interpolation
errors trends have been used to detected devices’ dysfunctions
on sensors. The specific case presented in this paper refers to the
data and the solution of Snap4City for Helsinki. Snap4City
(https://www.snap4city.org) has been developed as a part
Select4Cities PCP of the European Commission, and it is
presently used in a number of cities and areas in Europe.
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I. INTRODUCTION

Most of the cities and regions are increasing their attention to
the real-time monitoring of environmental and weather
parameters. In the past, the usage of environmental data
sensors has been a prerogative of public administrations. The
main difficulties have been due to the very limited number of
sensors for a whole city. So that, it does not mean that few
values are valid for the whole city as well. In fact, it is
reasonable to have large differences on data when the air
quality data is measured on a high traffic road rather than in a
garden, just on the back of a house located on the same road.
Recently, there is a deeper understanding of the
environmental parameters (for example, PM,,, PM, ¢, CO,
Cc0,, S0,, 05, H, S, NO, NO,, NO,, etc.), and how much they
are influenced by the context, city’s structures. Thus, cities
have a strong interest on air quality to properly regulate urban
mobility as well as other activities, to improve the quality of
life.

Today, there is also the direct interest and the economic
possibility of city users to buy and install their own sensors to
monitor data values on their location. And, in most cases, they
are putting the resulting data at disposal of the community.
Even if some of low-cost sensors are of low quality, the
increased number of data, and the procedures for their
calibration can compensate. The city users are interested in
hosting sensors to take decisions on their activity in the city,
based on the measured data. For example, opening the back
windows in certain cases, rather than the front ones, or getting
out in the garden with the baby, or choosing the path for
jogging. Thus, the air quality influences decisions of city
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users, e.g., on routing, on walking, on selecting locations to
spend time with family and/or sport.

Nowadays, the estimation of the concentration of air
pollution in smart cities is an important issue. The literature
dealing with the monitoring of air quality and health condition
is extensive. In order to better monitoring air pollution it’s
important to estimate pollution levels in any point of the city,
while the sensors are usually only a limited number. To this
aim, interpolation approaches can be developed to handle big
data and support real-time analysis. The use of deterministic
and stochastic interpolation methods to estimate unknown
values such as inverse distance weighting (IDW), kriging,
spline, radial basis function, natural neighbour or trend
surface are widely used in literature. Only few studies
explored a system for a real-time fast air pollutant
visualization [1], [2], especially at a large geographic scale.

This paper presents the Snap4City solution for the
development and integration of Data Analytic processes for
Smart Cities. This paper presents three main contributions.
The first describes the development process and related tools,
that permitted at the developers to create their own Data
Analytics algorithms and see them exploited as a basis of
smart solutions (e.g., for computing heatmaps, predictions,
etc). The second contribution consists in the solution for
creating pollution heatmaps, and at the same time providing
support for the implementation of Smart Services such as
conditional routing on pollutant, alerting/warning on the basis
of pollutant values, providing users with general information
via mobile app and dashboards, may be as a support of What-
If Analysis. The third contribution regards the comparison of
different algorithms for computing dense grid values of
pollutants, based on the scattered sensor data coming from the
IoT sensors. On this regard, the error analysis allowed us to
validate the solution, and to exploit the error analysis as a tool
for detecting device failures: on the basis of this it is possible
to understand anomalies on devices, which can help to avoid
taking into account sensors’ data that can compromise the
service quality. In the cases of failure detection, a warning is
sent to the data ingestion process manager.

The paper is organized as follows. In Section II,
Snap4City Framework and Development facilities are
described. Section III presents the general workflow and
interpolation algorithms at the basis of the creation of a
number of smart services, based on the sensors data assessing
environmental variables. The smart services could be
computing green path routing (for jogging, walking with kids
or with highly sensitive people), sending personal warning on
specific points, representing heatmaps on mobile and web
page, etc., at the support for at disposal on mobile, and web
apps and dashboards. Section IV provides a description of the
Helsinki’s city use case scenario of Helsinki, adopted to
identify and validate the models and the framework. It is
important to note that, in Helsinki the official sensors'
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network for air quality assessment has been enriched with
data coming from IOT devices installed and manage by city
users. In Section V, the approach used for detecting
anomalies that can be useful for the detection of problems
related to device sensors, and thus for increasing the quality
in computing smart service data. Conclusions are drawn in
Section VI.

II. SNAP4ACITY VS DATA ANALYTIC

The Snap4City framework is 100% open source and allows
to: (i) ingest and manage Big Data coming from IoT devices,
applications and services; (ii) compute actions for users,
providing notifications and engagement; (iii) produce
interactive visual analytics and dashboards supporting
decision-making processes (useful for many different kinds of
users: Public Administrations, final users, developers etc.)
[1], [3]- Snap4City supports the creation of data-driven
applications, based on MicroServices in Node-RED, also
exploiting data analytics. The Snap4City solution can also be
used for developing mobile and web apps, data flows and data
processing [4]. Data Analytics can access and save data by
using Advanced Smart City API, as the Dashboard and
Mobile Apps, plus some internal APIs.

Snap4City provides generic Data Analytics Micro-Service
where Data Analytics algorithms developed in R Studio can
be put in execution. A collection of more than 150 Smart City
Micro-Services has been developed as Nodes for the Node-
RED programming tool. For the Data Analytic development,
it is possible to access the Big Data store respecting the
privacy and data licensing. Thus, the access is provided by
using authenticated Smart City APIs. The solution allows to
access at both historical and real time data, and to save the
resulting data provided by the algorithms. For example,
parking, pollution and heatmaps related predictions, the
assessment of data quality, and anomaly detection. To this
end, in Figure 1, the general schema for developing a Data
Analytics algorithm is reported. The structure of Data
Analytics processes has to permit to: activate the computing,
combine the process with other processes. This is obtained by
imposing the structure of Data Analytics processed by means
of parameters, and reporting errors coding, share the process
with multiple processes and other developers.
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Figure 1 - Snap4City Real Time Data Analytics architecture.

In detail, in Snap4City a Data Analytic process can be
developed by using R Studio or Python and the processes can
be instantiated into a cluster management of containers. Each
R Studio process has to present a specific API structure,
which is accessible from an IoT Application as a
MicroService, that is a node of the above-mentioned Node-
RED visual programming tool for data flow. The Data
Analytic code can be shared among developers with the so-
called Resource Manager, that also allows the developers to

perform queries.

III. DENSE MAP ESTIMATION AND SERVICES PROVIDED

According to the above sketched applications, the users
should be capable to see satisfied the following requirements,
and thus the user should be capable of:

A. getting environmental data values close to a point: in which they
live, work; where they would know the status, etc. This means
that the solution must be capable to provide a value for
environmental data in any GPS locations of the area. On the
contrary, the sensor data are scattered and limited in the city.

B. getting environmental data values along a path in which they
run, walk with kits, walk with sensitive people, etc., which can
be regarded as an extension of Req.(A) for many points at the
same time. This feature can be also extended to be a routing
conditioned to the pollutant values, so as answering to questions
such as: “which the less polluted path from point (i) to (ii) in
terms of NOX .

C. receiving warnings/alerts on values of environmental data in a
set of their preferred positions and values. The user should be
capable to subscribe to be informed when certain pollutants are
getting value over threshold. This means that the feature
implemented to satisfy Req.(A) has to be automatically exploited
for informing the users.

D. visualizing heatmaps on mobile and web page, on which it has
to be possible to select/pick the point in which to get the value of
the desired environmental data as in Req.(4) requirement.

So that requirements from (A) to (D) have to be satisfied at
the same time.

Thus, there is the needs of providing environmental data
values in any GPS position of the city, and for a large number
of different pollutants and weather data: PM,,, PM, ¢, CO,
co,, S0,, 05, H,S, NO, NO,, NO,, air temperature, air
humidity, velocity of wind speed, dew point, etc. A solution
could be to estimate a dense grid of values by interpolation of
the sensor values. On the other hand, in a large city or
geographic area, the computation of a dense grid every few
meters would be computationally expensive, and storage
consuming. For these reasons, we decided to find a
compromise and computing an interpolated grid of values at
the resolution useful for generating heatmaps on mobile Apps
and Dashboards, which are the typical maps requested by the
majority of users. Furthermore, we compute on demand the
values in any GPS geographical coordinate when the user
requests them. The workflow of this approach is described in
Figure 2.
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Figure 2 - Workflow for the data computation vs services. Green
blocks are implemented as IoT Applications node.js. Scattered
IoT Sensor Data are collected via Smart City API on the Big
Data Storage.
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In order to satisfy req.(D), the approach described in Figure
2 allows to create the GeoTIFF heatmaps that may be
distributed on web and mobile Apps can be provided to
several thousands of users. Thus, they can be download in
tiled and zooming by many users at the same, from the
GeoServer according to the WMS standard protocol. This
approach also allows to produce sequences of heatmaps on
the day, and to provide corresponding animations. Each
GeoTIFF heatmap is generated on the basis of a color map,
and thus the precise value in a certain area is discretized in a
limited number of color level.

On the contrary when specific values at certain GPS
point(s) have to be provided to satisfy Req.s (A), (B), (C) and
(D), the access to the heatmap tiles as GeoTIFF is not
efficient, neither precise. And thus, the original data exploited
to create the heatmap tiles have to be exploited. So that an
Heatmap Data Server is queried for extracting the values in
smaller area and thus for interpolating the value in the specific
GPS point requested. This means that the On Demand Fine
Interpolation has to be capable to produce results in real time
for each requested GPS point.

For Req.(C) the service has to be performed for each
Variable, V, and each GPS Point, P, preferred by each User,
U, getting a complexity of O(UPV).

The Req.(B) could be satisfied by a tool performing one

access to the Heatmap Data Server for each possible path and
road segment of each routing request, R, and thus for each
point or Segment, S, of the path and value, V, obtaining a
complexity of O(RSV).
The above discussion has provided the evidence of the
complexity of the solution and the need of having a
compromise in terms of size of the area in which the On
Demand Fine Interpolation and related algorithm.

The following subsections present the description of two
different solutions for the Computation of the Data Value on
Grid and the solution adopted for the On Demand Fine
Interpolation. 1t should be noted that reference data for a
given area may be affected by severe errors. The lack of data
from a certain device could restrict the area in which the
results and services may be provided. While relevant
errors/noise/anomaly in some device can produce severe
errors in the resulting services. Thus, to avoid problem we
removed the problematic data from the list of the scattered
data to be used for the computing. During our research
different techniques for the Computation of the Data Value on
Grid have also been tested in terms of velocity and precision.
At the end we decided to use deterministic methods instead of
statistical ones, due to the small number of measures (i.e.,
sensor data locations) to interpolate. In fact, in the case of
kriging, the data have to be used to choose a variogram or
covariance function, which turns out to be very difficult in the
case of a small number of data locations, resulting in
insufficient information.

The following two subsections provide an overview of the
interpolation techniques considered as the most appropriate
for the solution: Bivariate Interpolation method, and the
Inverse Distance Weighting method (IDW).

E. Bivariate Interpolation Method

The creation of heatmaps for particulate matter may be based
on a gridded bivariate interpolation for irregular data [5]. The

bivariate interpolation method consists of five steps:

1. triangulation (i.e., partitioning of the area into a number
of triangles) of the x-y plane. For a unique partitioning of
the plane, the x-y plane is divided into triangles by the
following steps. First, determine the nearest pair of data
points and draw a line segment between the points. Next,
find the nearest pair of data points among the remaining
pairs and draw a line segment between these points if the
line segment to be drawn does not cross any other line
segment already drawn. Repeat the second step until all
possible pairs are exhausted;

2. selection of several data points that are closest to each
data point (sensor) and are used for estimating the partial
derivatives;

3. organization of the resulting data with respect to triangle
numbers;

4. estimation of partial derivatives at each data point;

5. computation of the interpolation at each output point.

In more details, the z value of the function at the point of

coordinates x-y in a triangle is interpolated by a bivariate fifth-

degree polynomial in x and y:

5 5-J

(x,y) = Z Z qjex’y*

7=0 k=0
The coefficients of the of the polynomial are determined by
the given z values at the three vertexes of the triangle and the
estimated values of partial derivatives (i.e. z, Zy, Zy, Zyx, Zxy,
and z,, ) at the vertexes, together with the imposed condition
that the partial derivative of z by the variable measured in the
direction perpendicular to each side of the triangle, must be a
polynomial of third degree three; at least, in the variable
measured along the side [5].

F. Inverse Distance Weighting Method

The Inverse Distance Weighting method (IDW) is a
deterministic mathematical method widely used in the
geoscience field [8]. The IDW is based on the premise that the
predictions are a linear combination of data. Each interpolated
value of a point is identified as the following equation:

n
z(x,y) = Z 1WiZi
i=

wi= (/) ) Y ()

where z(x, y) is the interpolated value at the location (x, y);
z; is the observed value; d; is the Euclidean distance between
the point i and the interpolated point; and w; is the weight for
the point each point (x;,y; ) and (x,y). The parameter p is
the power value, i.e, the exponent that influences the
weighting of w; on z, [6]. In this research and the following
experiments, we have tested several values of the parameters:
then we setup the power value of p equal to 2.

G. On Demand Fine Interpolation

This subsection describes the solution adopted for the on-
demand computation of the fine interpolation. The solution is
based on performing an IDW interpolation within each square
of the interpolated grid using Vincenty's distance [7]
according to the steps reported in the following pseudocode.

Input: (x;, y,) = GPS position in the picked location k at time ¢t
for each iteration i = 1 to 15
compute by, ,,y: a circular area around the picked location k of

Authorized licensed use limited to: Universita degli Studi di Firenze. Downloaded on November 30,2020 at 17:32:16 UTC from IEEE Xplore. Restrictions apply.



radius equal to 2 km
get2(t) = (2,(t), -+, 2(t), -, 2,(t)) vector of interpolated values
attime ¢ inside by, 5,)
if 2(t) = @, means no values in b, ,,, then
radius(b(xk_yk)) = radius(b(xk'yk)) * 2
continue
for each GPS position (x5, y;;) of 2(t) vector
compute d(xk:}’k)v(xij:}’fj): Vicenty distance between (xy, i)
and (x;,yz,)
if d(xk:}’k)v(xij:}’ij)< 0.0000000001 then
5 (=5 (0)
else compute Z, (t): interpolated value at time t in the
k-th picked locations using IDW method
end if
end for
end if
end for

IV. CITY OF HELSINKI’S SCENARIO AND FINAL USERS TOOLS

In this section, it is shown how the solutions have been used
in the case of City of Helsinki's. The environmental
monitoring use case has been primarily performed in a new
smart district of Jatkdsaari: a small connected island to the
South of the city. In addition to 20.000+ future inhabitants and
workplaces for 6000 people, including various hotels and
office facilities, Jatkdsaari also encompasses the main part of
Helsinki's passenger harbour. The large construction sites, the
intensive and obstructed traffic, and the growing population
create environmental challenges in Jatkdsaari. Thus, there was
the need for a platform that can could integrate data from
different sources and services, provide tools for data analytics
about the current state of the air quality in different parts of
Jéatkasaari. Therefore, in the context of Snap4City a number
of Dashboards have been developed for the City Operators
and ICT Officials, while a Mobile App has been developed
and published both on the Google Play Store and the Apple
Store for the Citizens and Tourists. The main Dashboard is
reported in Figure 3a, while a detail regarding one heatmap
is reported in Figure 3b.

l :e Life of Helsinki
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Figure 3 — (a) Dashboard on Helsinki Environmental aspects,
the map presents an high density of sensors in the Jitkédsaari

Island, (b) Air Quality PM, interpolation heatmap for a small
area of Jitkisaari Island (Akima method), transparency set at

30%. The legend describes a colour map of 9 colours, while the

heatmap is produced with a color map of 150 colours.

The above mentioned dashboard can be found at
https://www.snap4city.org/dashboardSmartCity/view/index.
php?iddasboard=MTQwNg== Moreover, the mobile Apps
allow the city users to access the heatmaps, and to subscribe
to notifications that are activated on their POI when the
selected pollutant is above the critical values. In Figure 4,
the snapshot of the Mobile App “Helsinki in a Snap” is
reported.
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Figure 4 — Mobile App Helsinki in a Snap, visualization of
Heatmap and subscription to alerts.

A. Validation in the context of Helsinki Data

In Jatkdsaari Island about 25 devices are collected and taken
into account for the interpolation. Each device performs two
measures of: PM,,, PM, 5. For each kind of pollutant, the
interpolated heatmap is computed, with a resolution of 2x2 m.
In this way, final users have a dense overview of the quality
in the area quality, situation within the smart zone and close
to their homes. In the city, the heatmap resolution of the
pollutant is 100100 m. This justify the second step of
interpolation for providing more personalized and precise
values. In order to assess the precision, the interpolation
accuracy of PM,, has been evaluated in terms of percentage
error. The error evaluation of the interpolation approach is
based on the alternate exclusion of selected air quality sensor
in contributing to the model and using the excluded as true
value for validation in that point on the basis of the estimation
performed exploiting all the others. More precisely, for each
time t we are going to estimate the error between the
calculated interpolated value Z;(t) in at the position which
locates the selected i-th sensor, with respect to the
measured/real-time air quality value z;(t) from the i-th
sensor. The absolute relative error of the i-th sensor el at time
|2:(6)—zi ()]
1z ()]

The accuracy of the whole approach is estimated by
considering the same procedure for each data sensor at time
t. In order to explore the performances of the interpolation
approaches, two different error statistics have been
calculated: the mean absolute percentage error (MAPE) per
time slot and the root mean squared error (RMSE) per time
slot:

t is calculated as el(t) =

MAPE == %%, el (t);

RMSE = /w

where S is the number of sensors. About 2 months of data
(from September 2019 to November 2019) have been used for
the interpolation errors evaluation for the PM,, pollutant.
The error measures have been computed for:
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e weekends and working days: Ewe, Ewd. This produces a
single error by considering all devices and time slots;

e weekends and working days per time slots, Ewe(t),
Ewd(t). This produces an error value for each time slot,
thus resulting in a trend as depicted in Figures 6 and 7.

Error Measures AKima IDW
MAPE 0.69 0.79
RMSE 8.90 12.20
MAPE-we 0.60 0.95
MAPE-wd 0.70 0.93
RMSE-we 8.60 10.70
RMSE-wd 9.70 17.00

Table 1 — Error measures vs interpolation methods

The resulting error measures, MAPE and RMSE for the two
methods are reported in table 1. From the table the Akima
method resulted to be the best method in terms of validation
errors. In Figures 5 and 6, RMSE (a) and MAPE (b) Ew(t)
are reported for working days.

MAPE

EEESE RS
(b)

Figure S - PMyworking days RMSE (a) and MAPE (b)

per time slots (Akima Method)

@)

“Time
(b)
Figure 6 - PMyworking days RMSE (a) and MAPE (b)
per time slots IDW Method)

V. ANOMALY DETECTION OF SENSOR DYSFUNCTIONS

Measurement errors can be caused by a variety of factors and
some countermeasures need to be taken accordingly. When a
sensor error occurs, it is important to examine the cause of
measurement errors thoroughly, in order to implement
anomaly detection systems. This is important for ensuring
stable quality in measurement and in the creation of the
interpolation map.

Errors in measures can be manifold.

e Errors caused by the measurement system: calibration
error; measurement errors originating in  the
measurement system; deterioration of measurement
accuracy over time (deterioration caused by wear in
consumable components).

e Errors caused by the user: bad positioning of the devices,
mishandling of the measurement system, different
degrees of skill of the users; user-specific methods of
reading the scale, turning off the device.

e Errors caused by environmental conditions: deformation
of the measurement target caused by rapid changes in air
quality measure; measuring in locations with varying air
quality measure levels.

Errors caused by the measurement system or environmental
conditions can be easily identified as a relevant change with
respect to the average trend of the measure. When a device is
left in the user’s hands, one of the most likely error that may
occur can be a dysfunction due to a bad positioning or turning
off the device. The detection of these types of error is
important because an alert message can be sent to the user
which can solve the problem.
An idea of countermeasure is to use the validation error as a
detector of the device’s dysfunctions: it’s possible to
understand anomalies on devices comparing error trends with
respect to the trend of the sensors of the same device. If the
error trend is higher than the error confidence interval, it’s
likely to be a problem on the device. Once checked the error
trend, the second step is to monitor the error on the other
sensors (pollutant measure) installed on the same device. If
the second measure trend error is similar to the first one, the
presence of a dysfunction on the device is highly probable.
This error control is quite different from a simple real-time
measure trend control. A positive/negative change on the
trend can be due to multiple factors and is possible to detect
it by comparing the device with the nearest one while. In this
case, the detected dysfunction is related to an un-correct trend
over time. Such anomalies may often be useful to alert the
users about a problem on the device by sending them warning
messages.

To check possible dysfunctions, for each time slot ¢, all the

points in the area of interest have an estimated/interpolated air

quality value. The interpolation error and the confidence
intervals are computed every 24 hours based on the validation
method presented in Section IV. The confidence interval for
the average error has been computed considering a period of
2 months (working days and weekends distinctly).

A. Basic Computational Approach

A computational approach for detecting dysfunction in real-
time observations can be executed according to the following
steps:
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Input: S = sensor number
Input: z;(t) real-time value of the i-th sensor at time ¢t
for each time t do
fori =1toSdo
compute z;(t) average value of the i-th sensor at time t
compute Cl;, ;) 95% confidence interval for the average value
compute Z; (t) interpolated value in the i-th sensor location
compute el (t) error interpolation measure in the i-th sensor
compute &.(t) average error interpolation measure
compute Clg; ) 95% confidence interval for the average error
if |2;(£) — z;(t)| > Cl,,) then
print high probability of error in measure in the i-th sensor
mark i-th sensor on the map
end if
if |2;(t) — z;,(6)| < Clyand |€(6)| > Clyi(, then
print high probability of device dysfunction
save the i-th sensor coordinates
send alert message to the user
end if
end for
end for

Figure 7 shows PM,, interpolation error trends in terms of
absolute percentage error. In Figure 7(a) the trend of the
device with dysfunction (Device 6) and other five devices
related’ error trends are compared. In Figure 7(b) the trends
for of the five devices without any dysfunctions are
compared.
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Figure 7 - Air Quality PM,, working days interpolation error
trends per hour in terms of mean absolute percentage error for
(a) six personal devices including the device with a dysfunction;

(b) five personal devices

VI. CONCLUSIONS

The environmental data collected from devices hosted by city
users and from data providers, have been used to provide
informative view to city users regarding environmental data
via some mobile App, and to provide detailed information
about the Environmental data to city officials for decision
making. In particular, the use of a personal device gives the

possibility of city users to better monitoring a specific area.
Further, the intention of putting the resulting data at disposal
of the community has a double benefit: on one hand, it is
possible to know the values of measured parameters on their
premise; on the other hand it is possible to have a global view
of data from the city with a denser sensor network, also thanks
to the creation of interpolation heatmaps. However, the use of
personal sensors has some disadvantages. For example, it is
not possible to check if the device is correctly positioned (e.g.,
inside or outside the house). To solve this problem, a solution
can be to monitor the trend of the interpolation mean absolute
percentage errors. To check possible dysfunctions, one-week
interpolation data has been used for the error’s evaluation, and
the detected dysfunction was related to a bad trend over time.
Such anomalies may often be useful to alert the user about a
problem on the device by sending them warning messages.
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