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Public Spaces as Critical Infrastructures
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https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf

• The City is a system of systems for city users
– Cascading effects

• Transport networks
– Main means for rescue teams, food, water, etc.

• Communication, ICT infrastructure
– TV cam, switches, cyber, 

• Energy networks
– power supply for health, cyber systems, etc.

• Hospitals networks
• Aggregation areas

https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf


Main tasks
• Controlling Status: management, and 

operational

o Monitoring via KPI

o Computing predictions vs KPI

o Anomaly detection

o Neuro-Symbolic analysis 

o Risk assessment

o Early warning on critical conditions 

• Making plan: tactic and strategic, 
medium and long range, micro/macro

o Simulation & predictions

o Generative AI Prescriptions, scenarios

o Resilience to Unexpected unknows

o What-if analysis wrt scenarios
Snap4City (C), February  2024 6
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Digital  Twin

• Digital Twin
• Connected with real systems
• Modelling aspects: structural, visual, 

informative, real time data sensors (context),  
POI, functional, resources, etc. 

• Analytics: AI/XAI techniques, simulations, 
users’ needs, etc.

• Easier to understand  the context, review 
from multiple points  of view 

• Useful to perform
• Discussion with city users
• Support decision makers
• By Case Experiments for analysing

• New solutions, impact of disaster (natural and 
provoked) 

• Reduction of costs in the analysis, in reduction of 
mistakes 

Snap4City (C), February  2024 7
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Accelerating



Snap4City
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Standards and Interoperability (6/2023)
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Image result for ecm logo segnalamento

Compliant with: 
• IoT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean, 

Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..
• IoT model: FIWARE Smart Data Model, Snap4City IoT Device Models
• General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS, 

WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS, ….
• Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM, 

Enfuser FMI, Lidar, glTF, GLB, DTM, GDAL, Satellite, D3 JSON, …
• Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..
• Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..
• Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEx, ..
• Social:Twitter, FaceBook, Telegram, ..
• Events: SMS, EMAIL, CAP, RSS Feed, ..
• OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

https://www.snap4city.org/65 
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High Level Types
• POI, IOT Devices, shapes,.. 

• FIWARE Smart Data Models, 
• IoT Device Models

• GIS, maps, orthomaps, WFS/WMS, 
GeoTiff, calibrated heatmaps, ..

• Satellite data, any kind..

• traffic flow, typical trends, ..

• trajectories, events, Workflow, ..

• 3D Models, BIM, Digital Twins, ..

• OD Matrices of several kinds, .. 

• Dynamic icons/pins, ..

• Synoptics, animations, ..

• KPI, personal KPI,..

• social media data, TV Stream, 

• routing, multimodal, constraints, ..

• decision scenarios, ….

• etc. 

Snap4City (C), February  2024
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New styles/themes can be developed by 
specializing a few files from open source

https://www.snap4city.org/793

Different Themes

https://www.snap4city.org/793
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Monitoring and Control
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Monitoring 
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• Controlling Status: management, and 
operational
oMonitoring via KPI
oComputing predictions and KPI
oAnomaly detection, Early warning
oControl Rooms, situation rooms

oReacting: Computing in real time 
oChanging semaphore maps
oChanging Dynamic signage
oReal time Info Mobility
oUser engagement via Mobile Apps
oWhat-if analysis
o etc.,



Smart City Control Room 
Florence Metropolitan City
• Multiple Domain Data 

• Thousands of Open/Private data, POI, IOT, etc.
• mobility and transport: accidents, public transport, 

parking, traffic flow, Traffic Reconstruction, KPI, …
• AND: environment, civil protection, gov KPI, covid-19, 

social & social media, people flow, tourism, energy, 
culture, …

• Multiple dash/tool Levels & Decision Makers
• Real Time monitoring, Alerting, quality assess.
• Predictions, KPI, DSS, what-if analysis

• Historical and Real Time data
• Billions of Data

• Services Exploited on:
• Multiple Levels, Mobile Apps, API

• Since 2017

reference

Snap4City (C), February  2024 20

https://www.snap4city.org/747

https://www.snap4city.org/747


Key Performance Indicators, KPI
• United Nations Sustainable Development Goals, 

SDGs (for which cities can do more to achieve some 

of the 17 SDGs, https://sdgs.un.org/goals);

• 15 minutes cities (where primary services must be 

accessible within 15 minutes on foot);

• objectives of the European Commission in terms of 

pollutant emissions for: NO2, PM10, PM2.5 

(https://environment.ec.europa.eu/topics/air_en);

• SUMI: mobility and transport vs env
• https://www.snap4city.org/951 

• SUMP/PUMS: mobility and transport vs env.

• ISO indicators: city smartness, digitization, tech 
level. 

• Low Level/Real Time: global traffic, quality of 
service, betweenness, centrality, queue, time to 
travel, etc.Snap4City (C), February  2024 21

https://sdgs.un.org/goals
https://environment.ec.europa.eu/topics/air_en
https://www.snap4city.org/951


• Smart City infrastructure: monitoring and 
resilience, long terms predictions

• Effective and Low cost smart solutions

• What-if analysis, Simulations

• Origin Destination matrices computation

Snap4City (C), February  2024 22

• Shortening justice time
• Anonymization and indexing legal docs.
• Prediction of mediation proneness
• Ethical Explainable Artificial Intelligence

• Monitoring and Prediction of energy 
consumption

• Stimulating: Bike sharing, e-bikes,  
car charge, etc.

• business intelligence tools for decision 
makers 

• Reduction production costs 
• Monitoring resource consumption
• Optimization of Waste Collection 

• 15 Minute City Index:
– 13 subindexes: energy, slow mobility, fast 

mobility, housing, economy education, culture 
and cults, health, entertainment, gov, food, 
security…

• Monitoring and Predicting: NO2, NOX, CO2, 
Traffic flow, pollutant, landslide, waste, etc.

• Traffic flow reconstruction

• Demand vs Offer of Mobility analysis

• Industry 4.0 integrated solutions
• Decisions Support Systems
• Process optimization, control 
• Predictive maintenance

10/22



15MinCityIndex on Bologna
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Decision Support System: 

Immediate response and Tactic and Strategic 

Plans, via What-if Analysis

Snap4City (C), February  2024 25

TOP



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

Smart City Digital Twin City Digital Model with…
• Intuitive platform

• Any Data TYPE, any data source, any protocol

• Data storage seamless

• Data analytics → artificial intelligence, AI/XAI

• Data Ethics, AI Ethics, GDPR

• Data Representation, any kind

• Key Performance Indicators, any kind

• What-IF analysis – Simulation, prediction, 2D/3D

• Micro, Meso e macro scales

• Operation, planning tactic and strategic

• Collaborative and shared representation

• Sustainable, shared, open source 100% 

Complex and heterogeneous information, interoperability

o GIS, ITS, AVM, IoT, BIM, CKAN, etc. 

o Satellite services

o MaaS, last-mile delivery HUBs

o etc.
Snap4City (C), February  2024
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3D Digital Twin

Snap4City (C), February  2024 29
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https://www.youtube.com/watch?v=le2XNF8Ftxo

https://www.youtube.com/watch?v=le2XNF8Ftxo


Data Analytic

Artificial Intelligence, XAI, 

Machine and Deep Learning

Snap4City (C), February  2024 32
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Available AI Solutions on Snap4City

• Mobility and Transport

• Environment, Weather, Waste, Water

• City Users Behaviour and Social analysis

• Energy and Control, Security, …..

• Tourism and People

• Security and Safety

• High Level Decision Support Solutions
• Asset management
• Resilience and Risks Analysis

•Low level Techniques

Snap4City (C), February  2024 33

https://www.snap4city.org/download/video/course/p4/

https://www.snap4city.o
rg/download/video/DPL
_SNAP4SOLU.pdf

https://www.snap4city.org/download/video/course/p4/
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
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Mobility & Transport

Snap4City (C), February  2024 34
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• Making decision on mobility
and transport solutions→
what if analysis

• Controlling pollution

• Dynamic Routing for 
Firebrigade, Ambulances, 
general public

• Planning Public 
Transportation routing

Dense Traffic Flow Reconstruction ?
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Decision Support Systems, What-if
o Event planning, via what-if analysis

o Change in the graph structure of the city

o Impact on the flow of people and vehicles

o Adaptation: public transport, traffic, pedestrian management, etc.

o Immediate reaction to natural events or not
o Everything is ready and updated in real time

o Each view is contextualized in terms of data: descriptive and 

prescriptive

o Digital Twin
o More detail in the context integrated data

o Greater realism in deductions and representations

o Less fragmentation and non-uniformity in the views to support 

decisions

Snap4City (C), February  2024 37

Traffic Flow

Routing

LongTerm

ShortTerm



What-if Analysis on Pub Transport
• Definition of scenarious impact on 

• Traffic, Pollutant, parking, public transport, private flows, etc. 

• KPI analysis

Snap4City (C), February  2024 38

Public Services

Snap4City (C), May 2022
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Snap4ISPRA Parking: ISPRA JRC

Snap4City (C), February  2024 40
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Deep Learning AI to surely Park! 

Snap4City (C), February  2024 41
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For example:
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New Scenario

Editing
Drag & drop
Split & Join
Delete
Do and Undo

Zoom

Select map

Edit Road 
Segment

identifier
composition
elemLocation
elementClass
elementType
length
operatingStatus
speedLimit
trafficDir
width
highwayType
route

Properties of Road Elementshttps://www.snap4city.org/976

Save

https://www.snap4city.org/976
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Smart Energy /Building



Snap4City (C), February  2024 45

Smart Light 
Management
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• Field-tested energy 
community: the self-
consumer 
condominium

• The Self User project 
creates in the pilot 
condominium, through 
the collection and 
analysis of data, a model 
for calculating and 
enhancing the impact of 
an energy community on 
a community of people, 
with a view to actions to 
combat energy poverty

Snap4City (C), February  2024 47

https://www.selfuser.it

https://www.selfuser.it/
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https://www.snap4city.org/dashboardSmartCity/view/Baloon.php?iddasboard=MzczNg==
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Energy monitoring and business intelligence



Cuneo Assets’ Monitoring, Safety

Snap4City (C), April 2024 50
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ISPRA JRC Site
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Floor Details
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ISPRA JRC Site
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Environmental and Weather
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Environment and Quality of Life
Air Quality Predictions
• Multiple Domain Data 

• Traffic Flow data, Pollutant: NOX, CO2,
PM10, PM2.5, O3, ….

• 3D City structure, weather,  …

• Multiple Decision Makers
• Pollutant Predictions: NOX, NO2, .. 
• City officers, energy industries 
• Dashboards, What-IF analysis
• Traffic Flow Reconstruction

• Historical and Real Time data
• Billions of Data

• Services Exploited on:
• Dashboards, Mobile App

• Since 2020

Snap4City (C), February  2024
58

referenceCities of: 
Firenze, Pisa, Livorno 

KPI of EC
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Predicting EC’s KPI on NO2 months in advance

Snap4City (C), February  2024 59

• The features used as input for the 
predictive models are: 

- Month

- dayOfTheYear

- NO2

- Tmean

- Humidity

- windMean

- NoxDomestic

- numberOfVehicles

- NO2cumulated

- NO2progresseveMean

- numberOfVehiclesCumulated

Deep Learning Long Terms Predictions of NO2 
mean values, From 30 to 180 days in advance



Environment 
• Prediction

– NOX Pollutant
diffusion on the 
basis of Traffic 
Flow (prediction), 
weather and 3D 
structure

– NO2 progressive 
average (Long 
term) 

• Project: 
– Trafair CEF EC

– Mixed solutions
of Fluidinamics
modeling and AI

Snap4City (C), February  2024 60
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Estimating City Local CO2 from Traffic Flow Data 

Snap4City (C), February  2024 61

Computing Traffic Flow 
into CO2 sensor area

Computing CO2 on the basis of 
traffic flow data 

CO2 estimation
Traffic Flow data

S. Bilotta, P. Nesi, "Estimating CO2 Emissions from IoT Traffic Flow Sensors and 
Reconstruction", Sensors, MDPI, 2022. https://www.mdpi.com/1424-8220/22/9/3382/ 

• Traffic Flow is one the main source 
of CO2 (gCO2/km x Vehicle)
• K1: Fluid Flow 
• K2: Stop and Go

• Dense estimation of CO2 into
the city is very useful to know to 
target EC’s KPIs
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SNAP4City
background

Data Analytics IOT App 
Management

Snap4City Servers and Tools: 
Dashboard manager, Heatmap 

manager, GeoServer, Smart City API.In
ge

st
io

n
P

ro
ce

ss
e

s

Real Time 
data from 
Field: rain, 

weather, etc.

Model training
And validation

Predictions

Dashboards and 
Mobile Apps

Dataset
Construction

Previsional Model

landslide DB

Dataset Construction

Model execution
Shap Assessment

SNAP4City Advanced APIs

Big Data 
Storage 
and KB

Data

Model

predictions

Predicting Land slides

E. Collini, L. A. I. Palesi, P. Nesi, G. Pantaleo, N. Nocentini and A. Rosi, "Predicting and Understanding Landslide Events with 

Explainable AI," in IEEE Access, doi: 10.1109/ACCESS.2022.3158328.
https://ieeexplore.ieee.org/abstract/document/9732490 Snap4City (C), February  2024 62

https://ieeexplore.ieee.org/abstract/document/9732490


Human Behavior Monitoring

Snap4City (C), February  2024 64



City Users Behaviour, Safety, Security and Social Analysis

Snap4City (C), February  2024 65

• People detection and classification: persona, strollers, bikes, etc. (ML, DL)
• people counting and tracking, head counting, people trajectories (via thermal cameras, ML, DL)
• People flows prediction and reconstruction, (ML, DL) 

• Wi-Fi data, mobile apps data, Mobile Data, etc. 
• User’s behaviour analysis, People flow analysis from PAX Counters and heterogenous data sources (ML, AI)

• origin destination matrices, hot places, time schedule, 
• Recency and frequency, permanence, typical trajectory, etc.

• Computing User engagement and suggestions for sustainable mobility (Rule Based, ML)
• Social media analysis on specific channel, specific keywords: see Twitter Vigilance, 

• Reputation, service assessment: MultiLingual NLP and Sentiment Analysis, SA
• Tweet proneness, retweet-ability of tweets, impact guessing
• Audience predictions on TV channels and physical events, locations
• Prediction of attendance of events and on attractions

• Virtual Assistant construction, LLM, NLP, Sentiment Analysis (DL, NLP)
• Video management System integration for security
• 15 Minute City Index , etc. (modeling and computability)
• Computing SDG, etc., (DP)
• Etc.
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A view and data from the Thermal Camera 
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Snap4City
Dashboards

Snap4City
Data

Analytics

Snap4City
Data

Interoperabil
ity

Snap4City (C), February  2024 68

VMS vs Snap4City: sending and getting events, AI solutions

Events + info
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Engaging via Mobile Apps

Snap4City (C), April 2024 70
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Citizen Engagement via Mobile Apps

Snap4City (C), February  2024
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• GPS Positions
• Selections on menus
• Views of POI
• Access to Dashboards
• searched information
• Routing
• Ranks, votes
• Comments
• Images
• Subscriptions to notifications
• ….

Derived information
• Trajectories
• Hot Places by click and by move
• Origin destination matrices
• Most interested topics
• Most interested POI
• Delegation and relationships
• Accesses to Dashboards
• Cumulated Scores from Actions
• Requested information
• Routing performed
• ..…

Produced information
• Suggestions
• Engagements
• Notifications
• …

Produced information
• Viewed ?
• Accepted ?
• Performed ?
• …
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User Behavior Analyser for Collective 
Profiling

Snap4City (C), February  2024 73

Who

When

What

Where?
Why?

How move

Where they go ahead



Training and Promotion
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TOP



DISIT Lab, Distributed Data Intelligence and Technologies

Distributed Systems and Internet Technologies

Department of Information Engineering (DINFO)

http://www.disit.dinfo.unifi.it

http://www.disit.org

https://www.snap4city.org/944
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https://www.snap4city.org/944


2023 booklets

• Smart City

Snap4City (C), February  2024 80

https://www.snap4city.org
/download/video/DPL_SN
AP4CITY.pdf

https://www.snap4city.org/d
ownload/video/DPL_SNAP4I
NDUSTRY.pdf

• Industry • Artificial Intelligence

https://www.snap4city.o
rg/download/video/DPL
_SNAP4SOLU.pdf

https://www.snap4city.org/download/video/DPL_SNAP4CITY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4CITY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4CITY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4INDUSTRY.pdf
https://www.snap4city.org/download/video/DPL_SNAP4SOLU.pdf
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• Scenario: SnapBot: Real Time Smart City services via Telegram
• Scenario: Copernicus Satellite Data
• Scenario: SmartBed, Materasso Intelligente
• MicroServices Suite for Smart City Applications
• Scenario: MODBUS for Snap4Industry Snap4City Applications
• Scenario: MOBIMART Interreg: MOBilità Intelligente MARe Terra
• Scenario: City of Roma case, mobility and environmental data
• Scenario: Herit-Data video and aims
• Scenario: Control Room vs Video Wall
• Scenario: Snap4Home the case of: Alexa, Philips, Sonoff, TP-link, etc. (Italiano)
• Scenario: how to manage maintenance and accidents workflows
• Scenario: Snap4Home, how to exploit Snap4City solution on home automation
• Scenario: Energy Monitoring
• Scenario: Multipurpose User Engagement Tools
• Scenario: 5G Enabled Water Cleaning Control  (smart city, industry 4.0)
• Scenario: High Level Control of Industrial Plant (industry 4.0)
• Scenario: Vehicle Monitoring via OBD2
• Scenario: Events and Museums Monitoring in Antwerp
• Scenario: High Resolution Prediction of Environmental Data
• Scenario: Mobility and Transport Analyses in multiple cities
• Scenario: People Flow Analysis via Wi-Fi
• Scenario: Antwerp Pilot on Environmental Data
• Scenario: Helsinki Pilot on Environmental Data
• Scenario: Firenze Smart City Control Room
• Scenario: Mobile & Web App: Toscana Where What … Km4City, Toscana in a Snap
• Scenario: Helsinki Pilot on User Behaviour
• Scenario: Antwerp Pilot on User Behaviour Snap4City (C), February  2024 82

• Data Analytic: Origin Destination Matrices, 
Algorithms and tools

• Data Analytic: Traffic Flow Reconstruction
• Data Analytic: in general, and the cases of 

Antwerp and Helsinki
• Data Analytic: Predicting Air Quality
• Data Analytic: Analyzing Public 

Transportation Offer wrt Mobility Demand

https://www.snap4city.org/4

https://www.snap4city.org/drupal/node/684
https://www.snap4city.org/drupal/node/671
https://www.snap4city.org/drupal/node/668
https://www.snap4city.org/drupal/node/664
https://www.snap4city.org/drupal/node/657
https://www.snap4city.org/drupal/node/642
https://www.snap4city.org/drupal/node/628
https://www.snap4city.org/drupal/node/629
https://www.snap4city.org/drupal/node/621
https://www.snap4city.org/drupal/node/620
https://www.snap4city.org/drupal/node/597
https://www.snap4city.org/drupal/node/617
https://www.snap4city.org/drupal/node/555
https://www.snap4city.org/drupal/node/547
https://www.snap4city.org/drupal/node/369
https://www.snap4city.org/drupal/node/546
https://www.snap4city.org/drupal/node/369
https://www.snap4city.org/drupal/node/545
https://www.snap4city.org/drupal/node/532
https://www.snap4city.org/drupal/node/530
https://www.snap4city.org/drupal/node/533
https://www.snap4city.org/drupal/node/540
https://www.snap4city.org/drupal/node/526
https://www.snap4city.org/drupal/node/528
https://www.snap4city.org/drupal/node/531
https://www.snap4city.org/drupal/node/541
https://www.snap4city.org/drupal/node/529
https://www.snap4city.org/drupal/node/527
https://www.snap4city.org/drupal/node/544
https://www.snap4city.org/drupal/node/544
https://www.snap4city.org/drupal/node/543
https://www.snap4city.org/drupal/node/524
https://www.snap4city.org/drupal/node/524
https://www.snap4city.org/drupal/node/553
https://www.snap4city.org/drupal/node/554
https://www.snap4city.org/drupal/node/554
https://www.snap4city.org/4
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Tech Overview
• https://www.snap4city.o

rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf  
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https://www.snap4city.org/drupal/sites/default/files/files/Snap4City-PlatformOverview.pdf
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Development

Snap4City (C), February  2024 84

https://www.snap4city.org/d

ownload/video/Snap4Tech-

Development-Life-Cycle.pdf 

https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
https://www.snap4city.org/download/video/Snap4Tech-Development-Life-Cycle.pdf
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roadmap

2022

2020

- Smart Tourism

- 6 Pilots

- Data Analytics

- Extended platform

- Smart Mobility

- PISA, PUMS

- Living lab

- Smart Light

- Sweden

2021

AMPERE (2021-22)

Industry 4.0

Smart

Ambulance

(2021-22)

Enterprise

(2021-22) 

Industry 

4.0
Almafluida

Industry 4.0

(2021-22)

Winner of Open 

Data Challenge of

PC4City (2020-21)

Monitoring Terrain

Km4City 

1.6.7

PRETTO 
Industry 4.0

UNI.SYSTEMS 
SmartCity, 2021-23

SYN-RG-AI 

SmartCityContract

AXIS collab

SmartCity

Asymmetrica
Smart City, 2022-23

Italferr, Smart City

Italferr
Security and Risk

SODA

Contract, 15min

2022-2023

Contract, 2022-23

Merano, smart light

2023

OceanRace, 
Genova, AWS

Contract, 2022-23

CN MOST, 2022-26

EI THE, 2022-26

2023-26

G. Agile, 2021-23

Cuneo, 
smart city

AMMIRARE

TOURISMO

Rhodes, 
smart city

2024

Contract

Contract
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Be smart in a SNAP!

TOP
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