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IOT Main Concept

e -»-‘DQ The implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
& Save of histori alues, computer data analytics, etc.

DISIT

ISTRIBUTED SYSTEMS

B o
|OT Device | C . T ’ -;°' % o“’ 5 /!
= M - omputation |8 |[/gF—
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The implementation of smart services may implies the:
& acquisition of data from the field

& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.

IOE Device
|OT Device 10T f:'dge )
IOT|App — IOT App
Computation Computation
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. Cloud vs Fog/Edge Computing

Cloud Layer

Edge/Fog Layer

Gateway 2
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Edge Computing, Fog Computing
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Channel - sink
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event

Turrme
e et a0

— T notifyContext | "“5"‘“’
~ 7] notifyContest 5] registerContext
. 10T Broker loT Discovery

f

\E} subscribeCantext

T . e — —

Backend Device
Mianagene nt

e

&), 8] discoverContaext
Availability

P

£

6} subscribeCorprext
r .l"r?l notifyContext
-~ 3) registerContext
_-_2} registerComntext
|
.
T

Other Protocols: ULZ.0/HTTP,
MOTT, LWMZM/CoAR, ete.

Tl updateCantaxt
Protoool Dhata

Handling

- - = laT Gateway M

loT Device and

Management
Zone 1 - = F

Managemeant
Zone M

Data/Context
Management Chapter
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SE RSy |OT Context Broker
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operations on a Context

""" 0 Context Broker operations:
% Context Producers publish data/context elements by invoking the

Broker.
& Context Consumers can retrieve data/context elements by invoking the operations

on a Context Broker

update
— >

/7 g? Context Broker
LY,
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IOT Discovery
— 1

IOT Server/Directory

IOT broker

N
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> |A~coo~s s
Conceptual architecture

Cloud

IOT Context Broker

IOT Auth.
Support

IOT Device Management

Field

|OT Discovery

IOT Broker
N N~
Wrapper
\ ~
> \
RabbitMQ AN
A *\ S
\ ~
/ ' o~ N
1 \ SS
’ \\ \\\
1 ~
v - A |OT Edge
|OT Broker IOT Discovery \
Actuators /
Sensors Actuators Sensors Actuators Sensors
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@ \ Subscribe \IOT Application
-------------- . S0 Subscribe

Al
.*
Ry
.
.
o*
.

)

T
€
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receiver

|OT Broker/ 7 \
|OT Gateway Publich’ )
|OT Broker/ Publish |
|OT Gateway o , ,
T e 10T Application are data driven functional pro
L=’ transformation.
* The IOT Application can subscribe to som
IOT Actuator in Push from a specific 10T Device (sensor)
Sensors ﬁ; Device  The IOT App can publish some message toward some |I0OT
(Actuator), passing via an |OT Broker.

* Sensors are programmed to send data (i) periodically, * Continuous lines are messages via TCP/IP

or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

e |OT Brokers can be on cloud
e |0T Gateway performs the SW update, th
access in Push and Pull |

Sistemi Distribuiti, INTRO Archittetture e Soluzioni IOT, 2022 16
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* 10T Brokers can be connected each other - e
» Adapters / Wrappers transcode one o
message from one protocol to another IR I subscribe

|OT Application|

receiver

-
.
el
.
.
PR
. 2
R P
*
.
.
.
.
.
o
-

g _-z>

|OT Broker IOT Brokeru
7 10T Edge may include 10T
= IOT Gatewa |IOT Edge Applications
I0T Gateway |OT Broker Y 3 * Missing knowledge about
ol ,/;T 0T Gateway \/./‘\\ ‘A i the semantic of |OT devices
el ) Adapter/ \ /AN * Lack of capability for IOT
? : - :'\ Wrapper Discovery: value type,
“ A location, etc., which could
VI
Device — be used by IOT App

\

Lack of Storage of data
values over time

Device

Device
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KnOWIedge ','f'/'- ----------------- Subscribe ‘\‘:.‘.
Base : JITT Y :
|OT Director receiver
\ y """"
Re
|OT Broker
1T
7 * 10T Edge may include IOT
= qo) IOT Gatewa |IOT Edge Applications
I0T Gateway |OT Broker %Cj 3 /3 + Missing knowledge about
N . .
- ’,7? |OT Gateway \/'A\ i i the semantic of |OT devices
/7 ) Adapter/ ~N Lack of capability for 10T
? : - Iy Wrapper Discovery: value type,
Y ™ IoT location, etc., which could
/ - Device
Device ? 2% be used by IOT App
Lack of Storage of data

Device

10T
Device

values over time
Device

Sistemi Distribuiti, INTRO Archittetture e Soluzioni I0T, 2022

18



UNIVERSITA
DEGLI STUDI EBR!EWED.O
FIRENZE

INGEGNERIA
DELLINFORMAZIONE

%ﬁﬁ

Y s

Discover, register
and “thrust”™ new
devices on the
network

Registration

Telemety

Information Fows
From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices looking to
gather required
information or asking
to initiate activities

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

Commands

Commands from
other systems to a
gevice or a goup
of devices to
perform specific
activities

Bulk action

|OT/IOE Protocols

g‘nmumcatlon Patterns

Notifi i
Information fiows
from other
systems to a
device or a gFoup
for conveying
status changes in
the worid

O O O O O O 0O

O

MQTT
HTTP(s)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.
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Not all Communication Patterns are supported by all Protocols
Protocols implement Patterns, + formats, + sequences, etc.

They are referred at level of communications
— |0OT Device €< =2 10T Gateway <=2 10T Broker

|OT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS,

Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
Formats: JSON, Geo-JSON, Linked Data, XML, CSV,

Sistemi Distribuiti, INTRO Archittetture e Soluzioni 10T, 2022
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|OT Brokers

AMQP STOMP JMS COAP NGSI MQTT
OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION X X X
BROKER

(~)

RaspberryFi
with sensors

2:Publish —§»

AN

MQTT Broker

b Rabbit

J3:Message

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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IOT stack protocols

Session MQTT, SMQTT, CoRE, DDS, Security
AMQP , XMPP, CoAP, ...
< TCG,
Network | Encapsulation] 6LowPAN, 6TiSCH, 6Lo, Oath 2.0,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ISASecure,
Datalink |M v, et

-Wave ee Smart, @
DECT/ULE, NFC, o
Weightless, Ho lug GP,

802.11ah, 802.15.4e, G.9959,

WirelessHART, DASH7,

ANT+, LTE-A, LoRaWAN,
N —

Management

IEEE 1905,
IEEE 1451,
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DISTRIBUTED SYSTEMS

http GET vs POST

GET

POST

BACK button/Reload

Harmless

Data will be re-submitted (the browser should alert the user
that the data are about to be re-submitted)

Bookmarked Can be bookmarked Cannot be bookmarked

Cached Can be cached Not cached

Encoding type application/x-www-form-urlencoded applicatiqn/x-www—fqrm-urlencoded or multipart/form-data.
Use multipart encoding for binary data

History Parameters remain in browser history Parameters are not saved in browser history

Restrictions on data length

Yes, when sending data, the GET method
adds the data to the URL; and the length

of a URL is limited (maximum URL length
is 2048 characters)

No restrictions

Restrictions on data type

Only ASCII characters allowed

No restrictions. Binary data is also allowed

GET is less secure compared to POST
because data sent is part of the URL

POST is a little safer than GET because the parameters are

Security Never use GET when sending passwords |not stored in browser history or in web server logs
or other sensitive information!
Visibility Data is visible to everyone in the URL Data is not displayed in the URL

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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IOT Brokers

NGSE>
AMQP STOMP JMS COAP NGSI MQTT
‘N OASIS
RabbitMQ X X X X X
Mosqitto X
ActiveMQ X X X X
StormMQ/ X
HIVE X X
ORION X X X
BROKER
T M ——

}—— 1:Subscribe
&E:Pu blish —» MQTT EBroker 3:Message

RaspberryFi Control Center

with sensors E R a b b | _t
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LI omparison high level IOT protocols all/Ave
9/ /7 ¢e

: Seclurity and Header Size Max

Protocols UDP/TCP Architecture S (bytes) Length(bytes)

//‘\ / //—\ /
MQTT TCP / Pub/Sub\\ // Both /{\ / 5 )"( O)(L
AMQP TCP \ Pub/SuV / Both | / 8 ) ( - /

\\/
CoAP UDP Reg/Res ( Both / L / \ 20 (typic
XMPP TCP Both \ Security / - -
DDS TCP/UDP Pub/Sub \Qos / i :

[ _—
N R (N4 70/= YN i =
' ) A .
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TECHNOLOGI

DISIT

WIQTT Message Queue Telemetry Transport

" securlty obtained with SSL/TLS since it is over TCP
0 ISO/IEC PRF 20922
0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

' ]
Publhishers

Publish

Subscri

-

1T

N

T
. T

Broker

Cluewe or Topic Endpoint

f,f

Subscribers

/I

,/*
R
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W Gio= g
L1 INTCDMET -7

PUBLISH [QoS = 0]

MQTT QoS
QoS 0: At mt once (fire and forget)

PUBLISH

Delete message

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

PUBACK

Delete message

Delete message

Store message
PUBLISH

PUBREL

PUBCOMP

Delete message

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

' ™ e 5

Publishers Publlsh/' Broker \ SHhacHDe Subscribers

= -
- L
£
~
-~
"
-~
S
-
-___,.a-f’ e
-
¥ -~
-
- l .I'H--
Exchanose -
— LN N
\ teteagy
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“HSE0AP: Constrained Application Protocol

IPARTIMENTO DI

Di
INGEGNERIA
DELLINFORMAZIONE

0O security obtained with DTLS, Datagram TLS
a HTTP like over UDP with fixed header, no TCP

Client Servers Client Servers i hent Servers Client Servers
, i

_ CON message . CON message

COMN message . —. -
- ACE message - ACK message
NOMN message
ACK message
|- COMN message COMN message &l

ACK message MACOCK message

il -

Piggvback

Confirmable Non- Confirmable

Separate

Message

Messages

Messages

Messages
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- " STOMP Streaming Text Oriented Messaging Protocol
& Similar to HTTP

0 XMPP: Extensible Messaging and Presence Protocol
% Based on XML, proposed by IETF
& Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
& Over level 6

0 SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX

0 OneM2M AIOTI
& a strategic enabler for 10T applications and companies developing IoT solutions

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

31



IIIIIIIII

UNIVERSITA
DEGLI STUDI

FIRENZE

DIPARTIMENTO D1

INGEGNERIA
DELL INFORMAZIONE

DISTRIBUTE!

= Comparison of lowlevel 10T prot.

Standard Frequenza Range Data Rates
floT S~

Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) ([1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEE802.15.4 T T

6LOWPAN [RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto

of other networking media supporto
including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz)

WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most s ~oretypical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTYS),
(3G), LTE (4G) ' 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 [13.56MHz (ISM) .. 10cm 100—-420kbps

LoRaWAN [LoRaWAN \/arious (eu/rop\@lz) <® \/5 @ 0.3-50 kbps

N—— nvironment %9/’/"7(/
M@ L /m/\/ 15km (suburban
A environment)

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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Snap4city Platform

Data Shadow

Actuator

Snap4cCity Sensors
|OT Brokers

Managing Public and
Private IOT/IOE Devices

Sensors Sistemi Distribuiti, INTRO Archittetture e Soluzioni IOT, 2022

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

S

Towards any I0T Device
and/or Dashboard

33



UNIVERSITA D hl o D s T

DEGLI STUDI DIPARlTIMENTEDI DISTR!BUTE! SYSTEMS
GEGNERIA AND INTERNET

FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB

%i Real Time St OO gt
Snap4city Platform Aistorical ) WY WY Vv

Data Shadow

Dashbeards also provide
rendering-for sensor values

Snap4cCity Sensors ’
IOT Brokers 2N S==E @ @

41 /
l\_/ d toi%fs any I
and/or Dashboard

Y

Managing Public and
Private IOT/IOE Devic

—

Sensors Sistemi Distribuiti, INTRO Archittetture e Soluzioni IOT, 2022
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Dashboards also provide
rendering for sensor values

Lavagnini Statuto

Towards any I0T Device
and/or Dashboard

Snap4City
|OT Brokers

Managing Public and /O

Private IOT/IOE Devices
S
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¢VSNAP/crry

http://www.disit.org

1OT Arcpitactures

Cormoarisor

[T
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MindSphere

PTC ThingWorkx [59]
Bosch loT Suite [58]
Smarthing Samsung [52]

10T eclipse.org [56]
IOT IGNITE [57]
CISCO Jasper [55]

FIWARE [47]
Homekit Apple [50]

Snap4City
Thingsboard [55]
ARM mbed loT [48]
Airvantage [51]
Azure 10T [44]
Siemens

Carriots [54]
Google 10T [45]
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Azure IoT AWS Google IoT

Data di rilascio (Out of beta) Febbraio 2016 Dicembre 2015  Febbraio 2018

Quota di mercato 31.21% 51.82% 18.79%
10%, a2
= 2016
B0 g BT
= )
50%
&
40%, =~
=
&
300 3 .
20%
10% g
0% N =l
i ! = M e
& & gé:‘ {-3“ &
E.Q' *
&

Sistemi Distribuiti, INTRO Archittetture e Soluzioni 10T, 2022
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Azure [oT AWS Google IoT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
I'applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specifici
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
allacommunityed  accesso ad eventi

eventi

Azure IoT AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
Servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
i vari servizi. si interfaccia agli
altri servizi
N
@ REST REST REST
Protocolli MQTT, @
MQTT®
WebSocket, MQTT, MQTT on MQTT, HTTP
AMQP on WebSocket, H'ITI@
WebSocket, —
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, IAM, Amazon JSON Token,
X.509 Cognito, Federated, [AM, x.509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, I0S, Javascript, I0S,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
tarter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

“Vv



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Prot i MQTT, AMQP, MQTT, MQTT MQTT, HTTP
SQL MQTT on on WebSocket,
A - WebSocket, HTTPS
Big Data /) / / HTTPS,
C_\,_\ AMOQP on
4
Data Visualization @er Bi 'D </_> WebSocket
C
Artificial Intellizence >( Communication | Telemetry, Query, Telemetry, Query, Telemetry, Query,
& ?( —>< Notification, Notification, Notification,
. Command Command Command
Intelligence API Language, Speech, .
Vision, Knowledge X P \
Azure IoT AWS Google IoT Azure IoT AWS Google ToT
Prezzo  Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di conﬂgura[e sC almg_ automatico
messaggi scambiati connessione del dati scambiati medl_ante automatico
dispositivo funzione
Azure IoT AWS Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 09%, nella fascia fino al
. 99%, al di sotto 09%, al di sotto 05% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS Viene Viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, x.509 Federated Identities [IAM, X.509

Sistemi Distribuiti, INTRO Archittetture e Soluzioni 0T, 2022
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MESSAGES

AWS loT DEVICE SDK

Set of client libraries to connect,
authenticate and exchange messages -

authentication and encryption

@

REGISTRY

Assign a unique identity

to each devices

W s e
e N\
MESSAGES
q - >
N\ yi
. Tha
AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
Secure with mutual MQTT, WebSockets, and
HTTP1.1

4

AWS loT API @

Sistemi Distribuiti, INTRO Archittetture e Soluzioni 0T, 2022

TSN

(@

RULES ENGINE

Transform device messages -
based on rules and route to
AWS Services

7 \
D) i, 5 ﬁ

DEVICE SHADOWS
Persistent device state
during intermittent
connections

\)  MESSAGES
2 q ......... D

AWS SERVICES
With these endpoints you

can deliver messages to
every AWS service.

APPLICATIONS

Applications can connect to
shadows at any time using an AP
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------------------------------------------------------------------------

o e ) = 8 )

/ AWS SERVICES
W s ,

MESSAGES

AWS loT DEVICE SDK

Set of dient libraries to connect,
authenticate and exchange messages -

— T T

N i

. Tha

AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
\—Seesawithrmutdsl_— MQTT, WebSaockets, and

authentication and encryption HTTP11

| MESSAGES
2 q ......... D

: APPLICATIONS
sk f DEVICE SHADOWS Applications can connect to

U Persistent device state shadows at any time using an AP
@ during intermittent ; ™
: <

REGISTRY

Assign a unique identity
to each devices

connections

. AWS loT API @

SIstemi DISTripulti, IN I KU Arcnittetture e soluzionli 101, ZuZZ 43



Azure loT Suite remote monitoring

Azure m

Active
Directory

b Bing maps

®

Web App
hosting

Solution

Console
Storage blob DocumentDB

v e ..
AP B —— *

:
loT Hub Stream  Event HubS \weh Job hosting Logic App

Analytics EventProcessorHost

Devices
Back-end

systems and
processes

CH simulator

Sistemi Distribuiti, INTRO Archittetture e Soluzioni I0T, 2022 44



Azure Microsoft loT (1

User
management
Ul reporting

<
and tools @
Azure AD
|||| <

Visualize data and learnings

|3T Edge < > Cloud Stream processing and Stream processing . ?usmiss
evices rules evaluation over data Integration
atewa
gateway . &/_;:\3 J
Device -
management ,_k Stream .
[ Analytics Logic App
e E——
loT Hub 'y
loT devices
Bulk device ,
provisioning Data Warm path Cold path Machine
Pl transformation | Store data store store learning
G )‘. <’> i > T
° . /+ Azure Machine
loT DPS Function App Cosmos DB Storage blob Learning
‘ Integrate with business processes
Things Insights Action

Corso UNIFI, DISIT lab, Security and Privacy, 2021-22
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Google 10T (1)

Sensors

E:

ESF 32

E:

ESFEZEE

Report and Share

™ Google Cloud Platfarm
Business Analysis

Google Data Studio @ e

Ingest Data
e part igers

MOTT
Frotocal

/

Webapp
Firebase Hosting

[o

Deskiop and
M obile

Cloud 10T Care Cloud Pub/Sub Cloud Functions BigQuery

Firebase Database

Corso UNIFI, DISIT lab, Security and Privacy, 2021-22
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* Decision Support system
* Assessment / Strategies

* Data Rendering, visual
analytics

* Data Processing

* Data aggregation, Storage,
indexing

* Data Ingestion

SHNG, | UNIVERSITA
2 | DEGLI STUDI

FIRENZE

NNNNNNNN
DELL'INFORMAZIONE

%) 1l FIRENI7ZF | INGEGNERIA "~ | ANDINTERNET
1y S
iy
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%, | universima of 2 L) - -
= B v e | 88 ¢snapdany Smart Solutions and Decision Support Systems
sounce]
CONTROL ROOMS - DECISION SUPPORT SYSTEMS - WHAT-IF ANALYSIS - BUSINESS INTELLIGENCE - SIMULATIONS - SMART APPLICATIONS
r = r = Smart P = e —— == - —
Powered by :
FREE
TRIAL
PEN Test
Passed

BPAEU GDPR
AR COMPLIANT

SRR s

PREDICTION - ANOMALY DETECTION - CLUSTERING - ROUTING - SENTIMENT NLP - TRAFFIC FLOW API - MICROSERVICES - GIS - BPM
PEOPLE FLOWS - SDG - 15 MIN CITY INDEX - KPI - HEATMAPS - ORIGIN DESTINATION - ETC... VIDEO - REPORTS - MAPS - 3D ...

ANY: DATA, BROKER, NETWORK AND VERTICAL Nafive andExternal

¢“SNAP/

Appliances and Dockers

Installations

) : Smart Applications
“3 * SCiEncE cLouD g N e : Mobility & Transport
& g~ A ! , Light & Energy
- B B = - 6 & . . .
= EXPERT SYSTEM, KNOWLEDGE BASE BIG DATA ANALYTICS, ARTIFICIAL INTELLIGENCE VISUAL PROGRAMMING, ADAPTERS Building ""ELT,C,‘,’\,DGT,?,S; ES
Node-RED SEMANTIC REASONING EXPLAINABLE Al, MACHINE LEARNING DATA FLOWS, WORKFLOWS
SMART DATA MODEL OPERATIVE RESEARCH, STATISTICS PARALLEL DISTRIBUTED PROCESSING i £OURSE S AND COMMUNLE

Security and Safety DEVELOPMENT t?\?LS =

10T DEVICE MODELS, STORAGE EVENT DRIVEN i xﬁﬁ
@ Foundation Social Media ); <
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¢“SNAP/cry

What don’t
| know?
What Cognitive/Self
Sho e Learning Analytics Sentient and
do ab\»ut it?

|

Prescriptive
What will Analytics
happen?

e Big Data Analytics
* Semantic Computing
* Machine Learning

lhie Predictive
Why did it Analytics

happen?

Diagnostic * Explainable Artificial Intelligence
What . _
Happened? Deep Lea.rnlng .

i . * Geo Spatial Reasoning

* Text Analysis, Sentiment Analysis

Descriptive * What If Analysis
Analytics T * Simulations
\&

* Visual Analytics
* Engagement Analysis

SnapA4City (C), October 2022 52
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i €Y SNAPcmy

Ingestion, agg. = exploitation

%-.-m,

* Snap4City efficient s ul

tOOIS for IOT Device |
* Bidirectional data H*z__. ais L=
channels el o/ | g —)
= Web S ——
* Any format, any TR

channel, any data, any o SR oo —
i, DataGate
broker, any protocol, ... B %S Y ckan
» KmA4City Knowledge \g;\i‘?m
base Ontology reasoning —= API, External Services
on geo, space, time,

relationships /,
) External Data Stores 8~
&LD LoD {E——)

|0T Ap
= ELEE

LLH

My Files

@ user-analisi-v2-0.xlsx

@ user-analisi-v2-0-anonymous.xlsx

@ users-analysis.xlsx

Cc SNAP4C|TV
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Expert System semantic queries

* via:

* Smart City API
for
Apps and third
party

* MicroServices
data driven
develop via
visual language
Node-RED

e

S e T S E gk

https: //www snap4city.org/19

Snap4City (C), June 2022
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SnapACity (C), October 2023 — D ' - SAoC
e POI, 10T Devices, shapes,.. I
* FIWARE Smart Data Models, e e
* loT Device Models o
e GIS, maps, orthomaps, WFS/WMS
GeoTiff, calibrated heatmaps, .. Yy
* Satellite data, S

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins, .. |~
e OD Matrices of several kinds, .. | = ¥

4000

e Dynamic icons/pins, .. B - & :
* Synoptics, animations, .. 3 hmerigolggpuc
* KPI, personal KPI,.. -m
* social media data, TV Stream,
* routing, multimodal, constraints,
* decision scenarios, B,
° etc. o luenen | pineo st
10/22 FIRENZE | 5580w | RENGREL e
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Ingestion, aggreg. = exploit

* loT App Visual
Programming, no
coding

* Data transformation
* Integration

Data ingestion
* Business logic

* MicroServices data
driven develop via
visual language
Node-RED

Snap4City (C), June 2022
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Solutions: reliable, secure and fast to realize CVSNAV

@mﬁ

fu - T Iy

10T and data World

i - I0T Applications Dashboards and Apps
* Via Snap4City tools GFirs,, s
° ‘@Di oWe 6323. )
* Dashboard Wizard  S12iEd

 Dashboard Builder
* Data/Visual Analytic

* Smart Solutions results to be
* Real time data drive
e Secure end-to-end
GDPR compliant
Reliable, interoperable
Auditable, marketable

NOX
pg/m3

B o
| RIS
i M 26-35
B 36-60
61-75

76-90
N s1-105
B 106125 §
B 126150

| S5
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Data Analytics on Snap4City platform _ C-SNAPLary
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Using them into
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Smart City APl from Knowledge Base and other tools
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Big Data Analytics + Artificial Intelligence

* Short and Long terms predictive models on:
* traffic, parking, people flow, maintenance, land sliding, NO2

Y SNAP/ciry

* 3D Flow prediction: Pollutant (NOX, NO2, ...) to cope with

e Early warning, City Indexes, etc.

* Al & XAl:

* RF, XGBoost, BRNN, RNN, SVR, DNN, LSTM, CNN-LSTM,
Autoencoders, ...

e Clustering: K-means, K-Medoid, ...
e XAl: Shap, variations, ..

* Modeling, simulation, routing
* Traffic Flow reconstruction
* Constrained Routing

* What-IF analysis (simulation + Al + data)

* Based on several computational models:
* trajectories, OD matrices, Typical Time Trends, etc.

https://www.snap4city.org/download/video/course2020/da/S

nap4City-4th-slot-Data-Analytic-v4-6.pdf

any data, format

any channel,
protocol

any Al/ML
any place

online
development

multi-tenant
Secure, PENTest
GDPR, privacy
- low costs

- easy to
evolve


https://www.snap4city.org/download/video/course2020/da/Snap4City-4th-slot-Data-Analytic-v4-6.pdf
https://www.snap4city.org/download/video/course2020/da/Snap4City-4th-slot-Data-Analytic-v4-6.pdf
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Different Themes ¢“SNAPiary
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

DISTRIBUTED SYSTEMS AND
INTERNET TECHNOLOGIES LAB
DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

- Entity Directory:

Smart Data Models
loT Data Models
Digital Twins

\_

/ APl Manager

Federation
| Smart City API |

Yy OpenSearch

&8

KB, graph

ﬁ

& GeoServer | Entitylnspector

o/ ST
CvSNAPiciry

/ Web and Mobile Apps

Smart Applications

Park

Waste

Light

Energy Environment

Maintenance

Mobile App

Apps

Visual Analytics tools

Business Intelligence CSBL

Data Managers

kO) BlMserver.center

Social Media

BIM GIS | I
Gateways, satellite P procLog,

External Services
On Edg
On Cloud

]

Web Scraping
Tv CAM streams

t t f' python’

) Studio
Data Analytics:

ML, Al, XAl

Event Driven

Dashboard Bld & Mng

Service Map

HLT Manager

Synoptics

3D Digital Twin

Market/Sharing Place

Third parties solutions

09/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J

N




Snap4City Analytics

* Decision support systems
* Improvement of life quality
 Sustainable Solutions

* Reduction of costs _
Data Analytics

e Risk Assessment

* Resilience System Modeling

and Simulation

|

Knowledge

Prepare ¢“SNAP/crry
Absorb =By
Recover .
Adapt | e

damage |7 £ -

Anomaly Detection
Early Warning

Short Term Predictions

Long Term Predictions,
Typical trends

Recommendations &

Disaster Recovery

l

Models

Strategies and

Scenarious

Prescriptions / Plans
What-if Analysis /Partialv

Decision Support System

targeting Indicators: Quality of Life, PUMS, SUMI, KPI, SDG, 15Minindex,...



UNIVERSITA

DINFO |DISI? Y

DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS Al o
FIRENZE INGEGNERIA AND INTERNET A
DELLINFORMAZIONE | TECHNOLOGIES LAB

Accidents and elements blocking
Points and Shapes taken into
account for:

— Routing

— Traffic Flow reconstruction

— Evacuation paths

— Rescue team paths

Assessment on the basis of
changes:
— Mobility demand assessment
— Mobility Offer assessment
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Smart City Control Room

FIRENZE

Florence Metropolitan City

* Multiple Domain Data

/ Firenze Ogg|
* Thousands of Open/Private data, P etc. / s = onapam a

* mobility and transport: accidents, pub iC transport,
parking, traffic flow, Traffic Reconstructlon KPI, .

. ANDlenV|ronment civil protection, gov KPI, cowd 19, I S s s
social & sociatmedia, people flow, tourism, energy, - e e Nl e

Y SNAP/crry

() -..m,

Multiple dash/tool Levels & Decision Makers
e Real Time monitoring, Alerting, quality assess.
e Predictions, KPI, DSS, what- |fanaly5|s* :

Historical and Real Time data
* Billions of Data

* Services Exploited on:
* Multiple Levels, Mobile Apps, API

Since 2017 g

https://www.snap4city.
SnapA4City (C), October 2022 Y, i
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http://www.darionardella.it/il-sindaco-dario-nardella-in-missione-a-madrid-e-barcellona/
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ke WJ ) F )\ F -1 - 2
FIRENZE DELLTNFORMAZIONE | TECHNOLOGIES LAB r Q f j) fJ (_, j o CJ 9 SNAP4CITY

(L

*  Mobility: * Social:
* Smart City Control Room « quality of public transportation service * smart benches
« Dashboards and Services (mea.n delay on bus-stops) *  Twitter monitoring, Sentiment analysis,
* public transport operators schedule and NLP text
* Mobile App: Firenze Where What paths, routing, multimodal routing e TV camera streams
TN =g * traffic flow reconstruction * People Flows:
- . * Smart parking: predictions *  Wi-Fi, people flow
- CIRAT R —rorrerr * Accidents and events, Log, heatmaps * Origin destination matrices
hindd * Environment: ——— *  GOvernmental and Communications:
* smartirrigators = AT * KPI of the City
- «  smart waste \ * Digital Signage
* Sensors: PM10. PM2.5,..... SR — * Civil protection, Resilience (Resolute)
* Heatmaps: PM10, PM2.5, .... "2 "% | «  Tourism and Culture:
«  NOX predictions e T8 «  POI, etc.
* Energy: Analysis:
* recharging stations (fast and reg.) « what-if routing, scenarios,

* consumption meters (smart info)
~ smart light, street lights
Tue 16 Oct 161839 Weather

TPL
N 14 57 21 B oo

S . e Forecast and actual

R N

« traffic flow, environmental predictions

Citizens Engagement

Qualita Trasporto Pubblico - Cloned
a1
L Energy ’
e | 4 1 1|
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45 196177
users wh
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UNIVERSITA D hl o D s T

DEGLI STUDI DIPAR'FIMENTEDI DISTR!BUTE! SYSTEMS
NGEGNERIA AND INTERNET

FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB

* Digital Twin
— Connected with real systems

— Modelling aspects: structural, visual, 1 it SRGE
informative, real time data sensors (context), i+~
POI, functional, resources, etc.

— Analytics: Al/XAl techniques, simulations,
users’ needs, etc.

e Easier to understand the context, review
from multiple points of view

e Useful to perform
— Discussion with city users
— Support decision makers

— By Case Experiments for analysing

* New solutions, impact of disaster (natural and
provoked)

* Reduction of costs in the analysis, in reduction of
mistakes

Snap4City (C), October 2023 70



UNIVERSITA  DINIFO P “~g§as
PIRENZE (Emece psmameymes, SNAP/cTy s
FIRENZE BSSvazone DISTRIBUTED DATA INTELLIGENCE CITy = -réﬂl!

Dlgltal representation of the city with...

3D representation with data behind
e geomorphological, hydrogeological aspects,
e private and public transport networks,
e \Waste recovery systems,
e weather conditions, climate and microclimate,
e events, emergencies, ..., parking, sharing, ...
e tourist and city user flows, origin destination matrices,
e commercial activities, urban decorum, public lighting,
e Qreen areas, cleanliness, safety on the road and in pedestrian areas,

e places for entertainment events, cultural activities, attraction and
aggregation points of the city,

Complex and heterogeneous information, structured and unstructured,
historical series and in real time data, public/private and sensitive data

For security aspects. = Reuse of legacy systems
o GIS (Geographical Information System),

ITS (Intelligent Transportation System),

AVM (Automatic vehicle monitoring),

from 10T (Internet of Thing) systems and networks.
BIM data from many sources....

N
A £ 2
erop(\sgé\lrenze
Ameri pucci

O O O O

SnapA4City (C), October 2023
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[RENZE mmo RTRdIERFroTeNs
l RE N Z E :DELL%\TFORMAZIONE TECHNOLOGIES LAB
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https://www.youtube.com/watch?v=AWy7poKtTLc

uNvRSTA DINFO  DISIT
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS AND
F I RE N Z E INGEGNERIA INTERNET TECHNOLOGIES LAB
DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

-

Dyamic Routi
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UNIVERSITA
UNIVERSITA | DINFO | DISIT

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
F l RE N Z E INGEGNERIA AND INTERNET
DELLINFORMAZIONE TECHNOLOGIES LAB

Y

»

| H!III//

WAL A TN \
. (11

CEED 6 © @D ¢Ib €D ED €


https://digitaltwin.snap4city.org/
https://www.youtube.com/watch?v=Rcf_B2_GOio

UNVERSITA  DINFQ DISIT
DS FIRENZE (R  pememegmean,
I
g F I R-E N Z E DELL'INFORMAZIONE DISTRIBUTED DATA INTELLIGENCE
AND TECHNOLOGIES LAB

* Snap4City redendering and distribution engine allows to

— Optimize distribution of data

— Integrate any kind of data on Digital Twin with 3D tileds of Google
* PIN, loT Data

Traffic Flows

Cycling paths

3D shapes superimposed

Etc.

Snap4City (C), October 2023
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UNIVERSITA
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GeNotilLab Architecture for ALTAIR

ALTAIR
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10T App Dashboards
Analytics s

e
2EE R
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4 2

i R
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|IOT App “ Tools:
Management -- List of Chemical Analyses
-- List of Notifications
-- Define notifications
-- Program, send notifications

-- see notification status

( -\

Users

Analysis

-—t

p—
o —
—

Notifications

IOT App
- J Vs Telegram

Telegram Bot
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[ ¥ 100
i, N R
-200 4]
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@ Organizationiotobsf:Pressa_6 - actPress

http://dashboard/dashboardSmartCity/view/index.php ?iddasboard=MTk=
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Energy monitoring and business intelligence

Green and Data Driven District @ MIND

Aggregated KPl  JuicePark  SmartPole  CityAnalytics

Energy produced to date

JuicePark Ij‘kWh

SmartPole |27.341 |[kWh

CityAnalytics insight

Average daily people [9845.3

Average Milan resident
over tourist ratio -

cNel X

Videoanalysis - KPI to date

[ 9]

520

People aggregation [ 0]

People counted

Vehicle counted

WiFi sessions daily peak

[ 9]

SOS events to date
SmartPole requests

Vehicle charging sessions to date

1.57
E' EV car [—0‘
L9 | =
[ 9]

Max connected devices .
JuicePark requests

AED requests
Charging Station - Nui T (orm)
Juice Park Smart Pole "
724
Detailed KPIs Detailed KPIs
Video Analysi
Privacy Policy Cookies Policy Terms and Conditions

\N/
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]
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C"FSNANanusmv

enel X

Thu 21 Apr 10:48:31
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proi stupi | DINFO | DISIT Interreg H ;
FIRENZE | 0&fNrohvazions | TECHNOLOGIES Las MEd iterranean ﬁ:,.:-"‘ CI Ty

() HERIT-DATA

Twitter Vigilance Herit-Data: Some Numbers

Channel Total Number Number of Number of Twitter Volume NLP & Sentiment Analysis NLP & Sentiment
Name of Collected Collected Collected Processing Time Range Processing Time Range Analysis Languages
TW+RTW Tweets Retweets

Spain 113.7 Millions 40.99 Millions 72.49 Millions From 30-01-2020 to From 01-02-2020 to current English, Spanish
current datetime datetime

France 50,1 Millions 16.0 Millions 34.1 Millions From 30-01-2020 to From 01-02-2020 to current Italian, English,
current datetime datetime French

Greece 12.3 Millions 4.2 Millions 8.1 Millions From 30-01-2020 to From 01-02-2020 to current English
current datetime datetime

Italy 2.97 Millions 1.0 Million 1.9 Millions From 30-01-2020 to From 01-02-2020 to current Italian, English
current datetime datetime

Croatia 35.8 Thousands  15.5 Thousands 19,8 Thousands  From 30-01-2020 to From 01-02-2020 to current English
current datetime datetime

Updated: Dec. 2021

Twitter Vigilance
Snap4City (C), October 2022 100
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B/=
1‘ FIRENZE | Bt mzone | SONEEELS Lne o
o b,

Temp Humidity
8 Relais, . |OT Applications ~ Dashboards and Apps

actuators

i .
v v

(T
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nnnnn

10T Data
Shadow

Snap4cCity . “24%, \-\ =
‘Q Big Data Analytics, Artificial Intelligence

¢YSNAPlery @ |5

Metering

DINFO

B aone

Y e
TR e

FIRENZE

$Modbus

. ModBus to Snap4C|ty ’
~ Gateway Edge =

‘ﬁ:iiii‘illi

adbus USB -- MdBus

* A large range of devices:
sensors and actuators

Over serial as RS485 and/or IP
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u
O active -

-~
() send command
&

incr temp

- O active

-
~
( 7~
S~ delay 300ms switch
O aciive

Textile Industry 4.0

Tue 18 Aug 19:11:52
Status Attuatori )
Temp. esterna: 25.00°C Prodotto: Custom Condizionatore: scalda Umidificazione: deumidifica — )
Temp. interna: 31°C Temperatura: 36 - 41°C
Umnidita: 20 - 30% — ;z;g
Umid. esterna: 68% ~ . 1800 - 1500

Umid. interna: 42.1%

285°C 421°C Consumo Totale G ©
* wr -
289% 936% 5

| Conditionerpower 3 @[  Humidifierpower 3 | %
@ QO ® | @ T
== | == == | == o
n n 8358 1200 1902 1204 1906 19:08 1910
Q| O ORNG;
Privacy Policy ~ CookiesPolicy ~ Termsand Conditions  Contact us @ s | pinFo | d SNAPA

() receive status

o. CondStatus ) 3 abe

@ connected to wss://dashboard kmd4city.org:443/server

| requestReadPowerClim

0O active

0 active

—(é ‘ requestReadPowerHum

0 active

| requestReadPowerTot

0O active
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J

Measuring Temperature and Humidity

e @3

Window
Roller Shutters

Garage Door

-
»

|OT Edge: Controlling
b 4
oD .~ Hue Hub T $ Alarm sound
Hue: Motion Control/ Alarm oi: Node- IR AR > aiy 2ndlight
g N RED + Controlling
Measuring Snap4cCity Irrlgitc?'rs Cving Ro;ml Rognz Gg s e s
Energy Consumption gt E-ﬁ | |
. : . e © e o 'Y
TP Link: Controlling / Measuring Energy Plugs e S
( ( € e € Garden Alarms Energy
‘ | _________ _ 1 PIL;gZ Plljg3 p|l;g4 _:h,:‘
, : ,‘ SNAP!
) 5 A 8 A o e CITy - 7 ‘
Alexa: Voice Control 1. 1! ()
Local Control  Envirponmental Contextual data from the city | T —
https://www.snap4city.org/620 Histdrical Data, Remote Control, Mobile App |~/ 107
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Example: IOT App on Snap4Home

PIN:11
@ false

Termostato "]

@ connecled

» .
e
B comected

tumed on (100%)

activated '] '] ]
L ) e
0 Creates on dashboerd
O connected
http request @j
Sonoff
@ Created on dashboard
@ connected
hitt; uest (j)
e e 11 - O -
@ connected

TR —I—@E=)
j—i Tapparellat ] @ Created on dashboard @ connected

@ connected
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Control TR iink plug and power consumption on them

(O
@ Crested on dasn%

O
@ Crested on dashbebrd

iy

8 = -
wanegEe At -

\ @ connected to wesi/dashboard k

CGontrolling Display

] e !
= —

CENESEE ST —
1O ot reachable \Gj/ 1

HUE Philips \

connected

=2,

] Node-RED

HUE Philips Motion Detaction

HUE Philips White Lamp control

CPUstatus |

CENSE-
m,‘;ﬂashmm kmideity org:442server

8 connected to wss:fidashboard kmity org 44%/server

@ connecied to wss:fidsshboard kmdcity.org:44%/server

8 connected to wss:/idashboard kmeity org:443server

W connected

ALARM sending ]

CENEER— > g = )
§I~-‘7’_o LE
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- Entity Directory:

Smart Data Models
loT Data Models
Digital Twins

\_

/ APl Manager

Federation
| Smart City API |

Yy OpenSearch

&8

KB, graph

ﬁ

& GeoServer | Entitylnspector

o/ ST
CvSNAPiciry

/ Web and Mobile Apps

Smart Applications

Park

Waste

Light

Energy Environment

Maintenance

Mobile App

Apps

Visual Analytics tools

Business Intelligence CSBL

Data Managers

kO) BlMserver.center

Social Media

BIM GIS | I
Gateways, satellite P procLog,

External Services
On Edg
On Cloud

]

Web Scraping
Tv CAM streams

t t f' python’

) Studio
Data Analytics:

ML, Al, XAl

Event Driven

Dashboard Bld & Mng

Service Map

HLT Manager

Synoptics

3D Digital Twin

Market/Sharing Place

Third parties solutions

09/23

A&A, SSO, Blockchain, Resource Managers and Sharing: loT App, Data Analytics, ... J
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Standards and Interoperability (6/2023) ’“"*SNAV

Compliant with:

* loT: NGSI V2/LD, LoRa, LoRaWan, MQTT, AMQP, COAP, OneM2M, TheThingsNetwork, SigFOX, Libelium, IBIMET/IBE, Enocean
Zigbee, DALI, ISEMC, Alexa, Sonoff, HUE Philips, Tplink, BACnet, TALQ, Protocol Buffer, KNX, OBD2, Proximus, ..

* |loT model: FIWARE Smart Data Model, Snap4City loT Device Models

* @General: HTTP, HTTPS, TLS, Rest Call, SMTP, TCP, UDP, SOAP, WSDL, FTP, FTPS, WebSocket, WebSocket Secure, GML, WFS,
WMS, RTSP, ONVIF, AXIS TVCam, CISCO Meraki, OSM, Copernicus, The Weather Channel, Open Weather, OLAP, VMS, ....

* Formats: JSON, GeoJSON, XML, CSV, GeoTIFF, OWL, WKT, KML, SHP, db, XLS, XLSX, TXT, HTML, CSS, SVG, IFC, XPDL, OSM,
Enfuser FMI, Lidar, gITF, GLB, DTM, GDAL, Satellite, D3 JSON, ...

* Database: Open Search, MySQL, Mongo, HBASE, SOLR, SPARQL, ODBC, JDBC, Elastic Search, Phoenix, PostGres, MS Azure, ..

* Industry: OPC/OPC-UA, OLAP, ModBUS, RS485, RS232,..

«  Mobility: DATEX, GTFS, Transmodel, ETSI, NeTEX, .. https://www.shap4city.orq/65

e Social:Twitter, FaceBook, Telegram, ..

 Events: SMS, EMAIL, CAP, RSS Feed, ..

 OS: Linux, Windows, Android, Raspberry Pi, Local File System, AXIS, ESP32, etc.

S8 Ny s PN
- Foundation = FI AT E@ls — -
> e 4 oA bee smart city

Node-RED g aia-x digutal ecosystem
A 4 . . EUROPEAN OPEN
" ;Eﬁ?ﬁh network Ckan @GJ i @ ?SEL ]Laha —3 SCIENCE CLOUD
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https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8
https://www.snap4city.org/65
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loT Device Models

* Position: .......

'Imy
‘_.’ﬁﬂl'

¢“SNAP/crry

loT Device Variables

dateObserved.: ...........
ID:

Status: ready
Temperature: 70%
WaterlLevel: 35%
UsedCapsBox: 30%
Power: OK

Conceptually are loT Devices with sensors/actuators, IN/IN- ...

OouT
They are classified in terms of nature/subnature

For Searching and showing on maps and dashboards
HLT of loT Devices can be:

E Advertising +

@ AgricultureAndLivestock +
ﬁ CivilandEedilEngineering +
g CulturalActivity +

EducationAndResearch + Edu d b
U + -

B i
D g La

Env nt Perf:

D . . @ post
U Fir IServi @
u G nmentOffice + @ eiim

& Priv
B Healthe B
IndustryAndManufacturing + E fﬂv

— loT Device Models, for example: «personal coffee machine» g e
— loT Device name, for example: «mycoffemachinel», «CM23» g roviemsenics g

— loT Device Variable, for example: «Temperature»
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ﬁ utilitiesAndSupply +

u Wholesale +

m WineAndFood +
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oTpevice WWhHat About loT Devices, Time Series

* A set of data coming from an loT Device
with multiple sensor become a time series
of values for devices.

— For example: taking a new measure every
Sends a 10 minutes (Red Lines)

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

message — Non regular rates can be valid data as well.
* Each new measure in Snap4City is
Message conventionally time located in
timestamp: 02-04-2020 at 10:30, «dateObserved», which has to be Unique.
Tempe_rature' e — Only one message per dateObserved is
Humidity: 35 allowed
)
02-04-2020 10:30 345 23
02-04-2020 10:40 36.5 24
02-04-2020 10:50 36.0 22.5 TIME
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* As soon as you have registered an loT Device
— You are ready to get Future data, may be arriving in PUSH

— Recall and store historical data as well, but they have to be
 recalled in PULL with some loT App.
* Loaded in PULL with some File or Data Table Loader

NOW!
Past, historical data.... Future! ... predictions
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Mobile Device Variables

Micr Hatchback Sed suv MPV T - - B = 4 v’.,’ .v o I D .
M ﬁ &: B i . & s '; s :
Convertible Wagon O Luxury ® ®Antique t - c ] ¥ - L ® d a te 0 bs e rve d : -----------

e Status: ready

i r * Temperature: 70%
ey W W=\ .
s an Sy, Tl Tl e Gasoline: 35%

* Velocity: 231,3 Km/h
* Position: 44.3223, 11.3432

Mobile Device Models

* They are a special case of loT Devices —
— they are managed as loT Devices in the system - p———
. o . B culturalactivity +
* They are classified in terms of nature/subnature 8 oottt =
. . J +
* For Searching and showing on maps and dashboards, they are  §ooe
different g::::i:‘;:i;"f”‘“* |
HLT of Mobile Devices can be: B

m MiningAndQuarrying +
ShoppingAndService +

— Mobile Device Model, for example: «sedan» ] ;

TransferServiceAndRenting +

— Mobile Device name, for example: «<BMW JD7356HD», «Ford KO786KK» 8 uiiestmisriy «

u Wholesale +
° ° ° . m WineAndFood +
— Mobile Device Variable, for example: «velocity»
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* When you have many loT Devices or Virtual Devices, you may have

them listed with their information in some data table

— Then you can load them in short time via Data Table Loader tool, to produce:

e Data Table Model, Data Table Device, Data Table Variable

* with the same corresponding meanings of IoT Devices and Mobile Devices.
 Data Tables are a just a special case of lIoT Devices, which have not been

created manually or via some broker but at the end are

— managed as loT Devices, Mobile Devices in the system

— Once created from the Data Table Loader,

— they can be received from some loT Orion Broker
* They are classified in terms of nature/subnature

* For Searching and showing on maps and dashboards,
they are identical to loT/Mobile Devices can be:

— Data Table Model, for example: «sedan», «personal coffeemachine»
— Data Table Device name, for example: «<BMW JD7356HD», «Ford KO786KK»

— Data table Variable, for example: «velocity», «temperature»

Snap4City (C), September 2022
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Sensors
* dateObserved: ...........
* |ID:
e Status: ready |
*  Temperature: 70% g:;cu‘::g;d:j“" =
* Name:..... * Waterlevel: 35% P —
* UsedCapsBox: 30% B culturalactivity + .
° MOdeI ...... ] educationandResearch [+ B e d ;
. * Power: OK y B
* Position: ....... . 2 3.
..... D g:ost
UFin alService B ere
gc rnmentOffice |+ g:
] ] . HealthCare + (]
They are classified in terms of nature/subnature e
. . ) MiningAndQuarrying +
For Searching and showing on maps and dashboards
HLT of Sensors/Sensor-Actuator can be: § rovtrsenicetndrening
. . B wholesale +
— Sensor Device name, for example: «mycoffemachinel», «CM23» @ wineandrood

— Sensor/sensor-actuator is a variable of a Sensor Device, for example: «Temperature»

They do not have a model, while, in KB, have a reference process from which their
real time data are collected from the field, from gateways, etc..
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POIl, Point ot interest

\P
(D

E Accommeodation +
-~ E Advertising +
m AgricultureAndLivestock +
7 E CivilAndEdilEngineering +
F g CulturalActivity +

i Th ey are Piazza Santissima Annunziata gid;““' ol e
& + D Langunge sours
. o . LINKED OPEN GRAPH & Environment [+ E'.; o
— classified in terms of nature/subnature Name: 778fcaed9e6ch2al 2211 3c260aab5 e G romerie E:;f =
Nature: CulturalActivity B Healthcare & g:;;; -
1 1 1 1 ' ndustryAn anufacturing + & private_j hﬂh school
— relevant services with codified Subnature: Squares 3 todusrymndusmtacueing - 3

| Digital Location | ) winingandauarrying &
. ] M &l shoppingAndservice +
- tO Slmpllfy the masslve [:.ﬂp: 5|:|14-4 UTouri5mServite+

ﬂ TransferServiceAndRenting +

management of huge amount of POls City: FIRENZE

Prov.: Fl [ wholesale +
m WineAndFood +

Photos:

— mapped on Knowledge Base on e —
specific GPS location |

— DO nOt move Over tlme Eéscriptinn:ﬂl centro della piazza compare la
statua equestre di Ferdinando |, Granduca di

represe ntEd as PI N Toscana, opera del Giambologna e le due

fontane marine di Pietro Tacca. Incorniciano lo

spazio pubblico, colorato di scene di vita
fo r Va rl a b I e quotidiana, monumenti di vario genere: Palazzo
Grifoni; il portico della confraternita dei Senvi di

Ove r‘ t| m e Maria, opera di Antonio da Sangalle e Baccio d

Agnolo; la chiesa della Santissima Annunziata
con il portico del X\l secolo; | ospedale degli

* May sporadically change over time innocenti del Erunalieschi
d
B || B 1~ SO R 7 Dt 2
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* POI: point of interest

Regular Services | Transversal Services

* type: macro (nature) and subcategories (subnature)
* Position: GPS, address, telephone, fax, email, URL, ... B oo

IoTDevice +
Path +

* Description: textual, multilingual, with images, ... o
 Link to dbPedia, Linked Open Data @ oo
* Links to other services

* Real time data if any: sensors data, timeline, events, | %;:;f:;:m_rack
prices, opening time, rules of access, status of @ ruct woion

services, status of queue, etc..

* See transversal services on ServiceMap |
— Regular and in test platform z‘

ddadadse
c

a4adadd

Police__headgquarters
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Data Ingestion Stragey
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* Structural Data: Maps, orthomaps, geolocations, roads, etc.
— Typically arrive as database, GIS data, etc.
— Suggested approaches: loT App, OSM - SM, ETL

* POI (point of interest): info point with geolocation as services,
museums, restaurants, banks, email, urls, etc.
— Typically arrive as: excel files, GIS data, etc.
— Suggested approaches: POl Loader, loT App, ETL
* |loT Devices, Data Tables,... (Devices and Virtual Devices/KPl), including
— Description, including geolocations, etc.
— Time Series: measures that change over time,
— They can also move =2 loT Device Mobile, Data Tables

— Typically arrive as:
* description and real time values or additional values

* Aset of data coming from an IOT
Device with multiple sensor become
a time series of values for devices.

Sends a * For example taking a new measure
message every 10 minutes (Red Lines)

* Each new measure in Snap4City is
Message conventionally time located in

- timestamp: 02-04-2020 at 10:30, «dateObserveds
Temperature: 29.34,

H midity: 35

* Excel files with description and data all together
— Suggested approach: Data Table Loader, loT App, Brokers, ETL gjjjjgjgigjg :;g
* |oT Brokers also send data in real time s 3"
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Service Map (Toscana)

&4 CulturalActivity + E St ct l
m EducationAndResearch + : ru ura

vehicieFlow 13440

. — - -
N Serviceuri: hitp W it.org/kmd4city/resource/METRO758 _Hi 2
User: roottooladmint, Org: DISIT e § I ey Name: METRO758 Hide Mend)
Role: RootAdmin, Level: 7 - i ——_ uee\cf“a‘e Nature: TransferServiceAndRenting = |
|| Public transport | Municipalities | Text Search | Address Search | Events § Subnature: SensorSite | Regular Services | Transversal Services ||
m Select an agency: (S Address: Lavagnini dir. Viale Strozzi (38)
l : Pasticééii DBpedia: "Spartaco_Lavagnini
- Select an Agency - v| Ciffe Maczocco PropertyNValie TVpe - De/Select All
: Value Ty u
My Snap4City.org ‘ Select a line: = Accommodation B
= Select aline - v avgDistance Not Available e
Dashboards | Select a route: S { E Advertising +
- Select a Route - v 5_"“ 'c g FNg e 14201504 m AgricultureAndLivestock +
My Dashboards in All Org. ‘Seleclt a bus sto 7‘;'(\ occupancy Not Available CivilAndEdilEngineering + |
| |- Select a Bus Stop v ® Tee—— |
Dashboards of My Organization 3 o 8.25
[s) ;
)

i Position of selected Busses

< H< <] SSSS

My Dashboards in My Organization lisdom ! D E . / |

B erageSpeed 29613344 H =

A pcua slecton | 5 A information
My Data Dashboard Dev Kibana | "Selvice R . ﬂ Biblioteca delllstitutos thresholdPerc Not Available £ carabinieri
| bre ? e — Not Availab! Civil_protection

My Data Dashboard Kibana Bianchi Via Venti Settem Sfco oonme o f\vaa e Coadkboi

= .5 — e congestionLevel 119.0967 = @M safety
Extra Dashboard Widgets ¥ Ponte degli Alpini anomaktevel 101.56058 ¥TPs_of_forest_rangers

@ Emergency_medical_care
@ Emergency_services
Fire_brigade

First_aid

2 bt revrt
Notificator g«\‘)‘ﬂr/—-- Vrate-Fppo-Stross:

Data, my Data, OpenData ¥

Knowledge and Maps = Porta Mugnone | paTeEie = L3 @ :

4‘;'3. Tl
etTlio
|

POI

H<H<H<H<H<)
a

Italian_finance_police

Sala delle Nazioni

Service Map (Toscana) .
Service Map 3D (Firenze) Polveriera

4

R = ) 4
Helsinki Service Map Porta Soccorso i % #
Z alla Campagna Student Hot : @ 23
Antwerp Service Map nze Lavagm = PP GovernmentOffice +
Garda Lake Service Map A _ . Ry Ufficio Imposte m HealthCare +
o S avista Padiglione Arsenale Padig| Spadolini S. Calel 2 , )
Cagliari Service Map v @ IndustryAndManufacturing +
.
Lonato Del Garda Service Map tidio Legale Avy. w U IoTDevice +
2 lippo Pistone e :
Valencia Service Map Fortezza da Basso @ i [ m MiningAndQuarrying +
. | | ™3 4 2
Pont Du Gard Service Map Padiglione delle Ghiaie O =] fim . a ShoppingAndServic
. : | | ™3 * : -
Dubrovnik Service Map o i ¥ iesa di Nostra Signora - Hotel Cimabue } ] u Tourisms
Laboratori dell'Opificio a Bastione Cav; del Sacro Cuore Carrefour Express rviceAndRenting +

WestGreece Service Map @le Pietre Dure

Rortaakaenza = ;QS | UtilitiesAndSupply + 1
Mostar-Bosnia Service Map . iopo SO o > i
S Porta Santa \ia\e Fiiep b 4 g Il Vegetariano alazzo panda! Q Wholesale '+
Svealand Service Map Maria Novella g i m WineAndFood + \
2
: s . & .
= A | Map: Struct.
Pisa Service Map - Hide Menu l g t | |Fllter:! : : ‘ |
{ Casa dello Studente San 10 | search text inta;service H
CIEHIOVS Weather Forecast for Mucipality of : FIRENZE i dei Cavalieri r— nrormation
i |
Service Map 3D (Antwerp) Saturday Sunday Monday Tuesday Wednesday ‘ Ospedale Santa Chiara : @ || varetype | i
Service Map 3D (Helsinki) | e Hotel Piccadilly = Cloister oftheﬁ N. results: [500  v|
. : | 22 Residenza la Rondini |
Producing POI triples for KB . | | search Range [2 km v|
Load WKT on ServiceMap (Helsinki) ‘ _b“ g","i"y gyefcast c}logt?ssz _3‘:'2 L,‘%y:c 5‘3?,’5%?‘(: Y Search Area
= N 00 J Caffé Noir & o | select v
Load WKT on ServiceMap (Toscana) Jresource/Firenze1610780220000 H (] Palazzo Le Monnier CaglaaMediceo i
Load WKT on ServiceMap (Antwerp) . ToutistiousaLiberty @ Y et i anl

_ =1
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e POI, 10T Devices, shapes,.. I
* FIWARE Smart Data Models, e e
* loT Device Models o
e GIS, maps, orthomaps, WFS/WMS
GeoTiff, calibrated heatmaps, .. Yy
* Satellite data, S

* traffic flow, typical trends,

* trajectories, events, Workflow, ..
* 3D Models, BIM, Digital Twins, .. |~
e OD Matrices of several kinds, .. | = ¥

4000

e Dynamic icons/pins, .. B - & :
* Synoptics, animations, .. 3 hmerigolggpuc
* KPI, personal KPI,.. -m
* social media data, TV Stream,
* routing, multimodal, constraints,
* decision scenarios, B,
° etc. o luenen | pineo st
10/22 FIRENZE | 5580w | RENGREL e
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Dictionary for Data Fields

Semantics and Technical Meaning

=2 Resource Manager =

View Resources

Managing Resources

m e i

Process Models

Processes in Execution

Process execution Archive

Dictionary Editor for Data Fields...

—
—
)
LJ

Doc: Resource Manager

[T
LLELECRCLERRLELRLN
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JMFJ%CJ Data and Serv
Semantic <Subl\la’ture 5
Nature SubNature
Technical meaning ,
/\/a]ue Unit
Value Type

\\/a]ue Unit

éSNAP4CITY

5 Mlodel/Classitication
Exists a Dictionary for the 4
categories

They are related each other
and not all values are possible
Right setting lead to right
rendering on graphs and
automated combinations and
processing

The Disctionary is used by
many tools
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o p

Power

Technical meaning Value Type

%' \

Value Unit Value Unit Data Type Data Type

mW KW Integer Float

Link to Friend Sensor as ServiceURI: \/glue Type

//' \

Value Unit Value Unit Data Type Data Type

URL KW String, URL Float
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Example of Energy and its Value Units

<D
Dictionary Editor for Data Fields

User: roottooladminl, Org: DISIT
Role: RootAdmin, Level: 7

+ Insert new Dictionary element

Filter by Dictionary type ~

Boats_and_shi. subnature Boats And Ships Renta TransferServiceAndRenti..

Bollard subnature Bollard TransferserviceAndRenti... EE
Bookshop subnature Bookshop ShoppingAndService EE
boal value unit boolean dali_com_error, dali_dim... EE

Botanical_and... subnature Botanical & Zoolog. Gardens CulturalActivity EE
Boxoffice subnature Boxoffice Entertainment m E
bpm value unit Beat per minute average_heart_rate, avera... EE
brightness_flag value type Brightness Flag string EE
broken_bikes value type Broken Bikes integer mE
Building_and_... subnature Build. & Indust. Clean. Activ. Envirenment EE

132
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* Value Types have only a few number of Data Types because they
represent how the data area treated into the system

 Therefore main Data Types are:
— Float: numbers with decimals large as you like, etc.
— Integer: numbers, booleans (0/1), etc.

— String: url, links, names, id, descriptions, status code, etc.
— Json: structured data, vector, matrices, etc.

Snap4City (C), September 2022
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Refer to
IOT
Device: 45

IOT Device:
45B

IOT Device:
45C
0T

Device: X2

¢YSNAP/crry

* |oT Devices and POl may refer to:

— |loT Devices, POI, MyKPI, Heatmaps,
etc.

 MultiDataMap can be used for
navigation:
— Among: loT Devices, POI, MyKPI
— Automated focus
— Accessing Time Trends
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"Id":"ThermalBOX1",

"type":"thermalbox",

"dateObserved":{"type":"string","value":"2022-02-24T17:15:34.609Z2"},

"latitude":{"type":"float","value":"43.76965"},

"longitude":{"type":"float","value":"11.25570"},

"SHTdevice":{"type":"string",
"value":"http:\\\www.disit.org\Vkm4city\/resourceViot\/orionFirenze2\/Firenze\/\SHT20lab_new"},

"camblcount":{"type":."string","value":"datamanager\/api\/v1\/poidata\/17058000"},

"cam52count":{"type":"string","value":"datamanager\/api\/v1l\/poidata\/17058001"},

Value Type: Identifier

Value Unit: ServiceURI //any query: such as those of the Selector
Data Type: String
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FIRENZE | S, | SEmmaRr C" SNAP/ciTy 1= 25
7 ' I \ = B =Y od =1 Y[ ~ C s - - =1
Network Manager vs Final User /
|OT Directory C('
/ My |OT Device | é

"Gn“.m,

Network of 10T B[okers

: gl’@@ |IOT Network _
. A Manager Register
Registerin 5
_—TRnowledge Base, . ' — |IOT Application 6
N ~— Km4City < e — .
E == Final user
Manager

il l Discoverini/ I
ServiceMap

Knowledge Base

Browsing‘

Knowledge and Storage

Prepare

Data from the Field and :
Exploit

City

Deep Manage '
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|OT Directory

* |OT Directory is a technology of Snap4City ONLY

* Register IOT Brokers
— Different kind of Brokers, different kinds of authentications and protocols

— Registered 10T Orion Brokers can be queried for collecting their managed devices (typically for
External 10T Brokers), so that those 10T Devices are registered

— 10T Brokers/Gateways are registered on NIFI to send messages into the Data Shadow, automatically
* Register IOT Devices: singularly or at groups (in Bulk)

— Registration can be custom or based on IOT Device Model

— |OT Edge are registered as 10T Devices as well

— Registered 10T Devices are saved into local DataBase and into the Knowledge Base
* Provide support for security aspects:

— Generation of Certificates, Keys, etc., according to the model

— Collection of keys when 10T devices are on some |IOT Gateway or Second Level IOT Broker.

 Manage Ownership and Delegation for
— |OT Brokers, |IOT Devices, IOT Device Values also called Sensors/actuators, I0T Device Models

Snap4City (C), October 2022
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By using 10T Manager AreaManager TooIAdmm/ IOT App
Directory and: RootAdmin microservices

|IOT Sensor/Actuator Browse, use Several Tools X X
Delegate API, .. X X X
Discovery KB, API, .. X X X Yes
|IOT Devices Browse, use Several Tools X X X Yes (use)
Create, change, delete API, .. X X X Yes
Register in Bulk API, .. X X Yes
Delegate, Change Owner AP, .. X X X Yes
Discovery KB, API, .. X X X Yes
IOT Device Model Browse, Use X X X (Yes)
Create, change, delete X X (Yes)
delegate, change X X
ownership
IOT Broker Browse, use use Browse, use X Yes (use)
Register/change/Delete X
Deploy Orion Broker ToolAdmin
Delegate X

Periodic Update X 140
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w., Integration, Interoperability
Business Logic vs Dashboards
Editing IOT Applications Data Analytics control
Everywhere: Cloud, on loT Edge Devices
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In the IOT Application of Snap4City, it is possible to:

— Execute flows that process data as: Event Driven, Batch (periodic or not)
— Create multiple concurrent Flows for each IOT Application

— Create subflows as macros to be reused

— Create Groups of nodes as macro

— Save/load, share, of nodes, flows and applications with other users via
* the Snap4City Resource Manager or
e with JS Foundation or
* via email, skype, file sharing in general
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Node-RED

In the IOT Apps of Snap4City, it is possible to Extend the

Capabilities:

— Load other Nodes, segments of flow and entire flows from several
sources: email, libraries, S4C repository, etc.

— Load other libraries of MicroServices/Nodes/Blocks from Manage
Palette
* Alarge set of Libraries of Node is available.
* The loading may have some limitations for security reasons

— Get more IOT Apps above the Limit that may depend on the
organization and/or on personal authorizations, ask to Admin

Snap4City (C), October 2022
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User: roottooladmini, Org: DISIT v Node 'RED

Role: RootAdmin, Level: 7

[

https://flows.nodered.org/

User Settings

Dashboards

My Dashboards in All Org. Node-RED -
Dashboards of My Organization —
Nodes Install

View R
My Dashboards in My Organization G Search library Sign in with GitHub

Extra Dashboard Widgets v f
o | staws (1 Keyboard

Notificator ‘7Hmn L ) node-red Manage paletie
7

Data, my Data, OpenData ¥ S Palette

link out

L]
L]
L]
L]
&
a

¢ 8

Node-RED Library

=

W knowledge and Ma Find new nodes, share your flows and see what other people have done with

( comment Node-RED.

10T Applications =

10T Applications

~ function
MicroServices for I0T Applications

Microservices from DataAnalytic

function Recent nodes see more (2905) »
10T MicroServices for Final Users

10T MicroServices for Developers ) node-red-contrib-amap2

Q switch ()

Doc: 10T Applications 5] Gt @ node Ted- conmb ui-time-scheduler node- red conmb hea\web node red-contrib-tasmota

1 for the Node

How to Develop 10T Applications Q change () Flow "e3924357 10637 h
Create A MicroService from RestCall P "
Q range (1 flows
10T Directory and Devices * 171 & node-red-contrib-fiware_official
[ template ()
Resource Manager ¥ L y Sign in with GitHub.
I )
Development Tools * 2 deley  § Recent flows
I )
Management ¥ Q trigger () N I d d ib-} b
© You Like Big Cocks node-red-contrib-heatwe
Decision Support Systems ¥ oL exec .;. » Lik s "
Settings ¥ ¢" b

u
User Management and Auditing = _ <%
\ ] -
2 node-red-contrib-lwm2m

Help and Contacts ¥ SEEE— &’
| soaprequest | W 210 . set of nodes for interacting with Heatweb systems, handiing pics, and
J Documentation and Articles — Irodes [ Recent collections
K 1
My Profile ® sioa .
b v R rramizzle bla no N3 ast 1
P g — | AUAHHAAHAHHAH MINE ITS AL MINE D Pre-requisites
w1
© node-red-contrib-snap4city-developer Install

command in the rool directory of your Node-RED install. This ts usually n .
© e s conisrapiciy-tser Two views of the same libraries s

Usage v [

Heatweb Connect Node
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Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

¢“SNAP/ciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website
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o
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advanced
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S4C SearchDew
S4CLItIlity
SACMapping
sSa4cCManagement
S4CDataAnalytic
s4CiBigData
SACIOTAPR

sS4C Search
sS4CData
S4CKPIData
S4CDashboard
S4C Sigfox
S4CloT
s4aCLogDew
SACView

S4C Social

location

dashboard

https://flows.nodered.org/?term=snap4city

MicroServices
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St IR

Taa,

""" BigData Knowledge "“*-...

Oo— Storage Services:
7 Services | maps, search, /pccess
?J/ f AOT Sensors and discovery
—0 " Actuators Services. . e

< Special Services for
s 10T Edge, 10T Butto

Application

Development ~

and Managemen

App Services
: MicroApplications
. Development Kit

.
.
.

Computation
Management
Services

L]

L)
L
L
0
0
¥
0
Q

.
.
.
.
.

Dashboard
, - Big Data Analytic
“ Services &
D/~ . Services: Machine
ali.alsl % Notification IOT Applications learning, <.

.,  Services ETL Process Services,

automating data
ingestion and

R Studio, Python

*

.
o
Y

Ticketing

vYSNAP/cry

Daisy of MicroServices
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Smart City and I0OT main needs

- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

Historical Data: search and access to data
collected over time into the smart city data
aggregator.

~
—
‘.0\

Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

A

@™~ | Advanced Dashboards: This means to have the

b | h0ssibility of developing a real user interface of
the IOT App (to render and produce data for the
IOT network).

@ Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4%, 3| OT Device Connection: This means that the

‘o—Jo developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of 10T brokers.

-&:}'-,- IOT Directory: It should be a single point service for

5" searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure
by means of a large set of heterogenous IOT Brokers.

Snap4City (C), October 2022
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|IOT Applications =

> input

IOT Applications = Node-RED + Snap4City Platform » outpur

> function

«  Acollection of more than 150 MicroServices have been o
developed covering the above-mentioned requirements and s B
much more. » adgvanced

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In ¢ secsearenoey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacomtanaiytic
Platform).  sacaigoats by
 They are formally distributed as two official libraries of > sacsearcn (@
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, .c.- https://flows.nodered.org/?term=snap4city

Operatl ng System . > S4CLogDev node-red-contrib-snap4city- node-red-contrib-snap4city-user
developer lodes for Snapdcity project, targeted to
> S4CView standard neer (no develonary

» S4CSocial
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Data ingestion: more than 70 protocols IOT and Industry 4.0, web Scraping, external services, any protocol database,
etc.

Data access: save/retrieve data, query search on expert system, georeverse solution, search on expert system
Km4City ontology, etc.

Data Transformation/transcoding: binary, hexadecimal, XML, JSON, String, any format

Integration: CKAN, Web Scraping, FTP, Copernicus satellite, Twitter Vigilance, Workflow OpenMaint, Digital Twin
BIMServer, any external service REST Call, etc.

Manipulation of complex data: heatmaps, scenarios, typical time trend, multi series, calendar, maps, etc.

Access to Smart City Entities and exploitation of Smart City Services: transport, parking, POI, KPI, personal data,
scenarios, etc.

Data Analytic: managing Python native, calling and scheduling Python/Rstudio containers as snap4city microservices
(predictions, anomaly detection, statistics, etc.)

User interaction on Dashboard: get data and message from the user interface, providing messages to the user (form,
buttons, switches, animations, selector, maps, etc. )

Custom Widgets: SVG, synoptics, animations, dynamic pins on maps, etc
Event management: Telegram, Twitter, Facebook, SMS, WhatsApp, CAP, etc.
Hardware Specific Devices: Raspberry Pi, Android, Philips, video wall management, etc.

Snap4City (C), October 2022



Ingestion, aggreg. = exploitation

* loT App Visual

rogramming, no coding

e Data transformation

* Integration, Interoperab.

* Data ingestion
Business logic

* Edge and Cloud

* MicroServices data
driven develop via
visual language
Node-RED
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How the Dashboards exchange data

raffic Flow, MAPS, Heatmap
IS, HTTPs URLs

Dashboards

I Req. ServiceURI, KPI

e —— Dynamic Data:
ey | O ZT ceerwmms=s | ServiceURI, MyKPI,
= ) T— Even’:sDapd Acs:clons : P e
— . R vent Driven Synoptics
O ——— « — N _§ N

Client Side Business Logic
in JavaScript (when needed)

Server Side

Business Logic
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https://www.snap4city.org/d
ownload/video/ClientSideBus
' SNAPTech inesslLogic-

Client-Side Business Logic
Widget Manual

From Snap4City:
« Ve suggest you read H

Development-Life-Cycle.pdf
» We suggest you read the TECHNICAL OVERVIEW:

o https://www.snap4city.org/download/video/Snap4City -

PlatformOverview. pdf

slides go to https://www.snap4city.ora/577
https://www.snap4city.org
https://www.snap4solutions.org
https://www.snap4industry.org
https.//twitter.com/snap4city
https://www.facebook.com/snap4city
https://www.youtube.com/channel/UC3tAOO9EbNbasf2-udvandg

Coordinator: Paolo Nesi, Paolo.nesi@unifi.it
DISIT Lab, https://www.disit.org
DINFO dept of University of Florence,
Via S. Marta 3, 50139, Firenze, Italy
Phone: +39-335-5668674
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Snap4City

Home Howand Why To Use it = Tools Tutorials and Videos «
User: paolodisit, Org: DISIT
Role: AreaManager, Level: 3

A

Home | Tutorials and Videos /| W

come: how to start using Snap4City for beginners o
Username: paclodisit

Welcome: how to start using Snap4City for beginners Search

Tour Again

Dashboards (Public) 9 a‘O 7 V _qm v
We suggest you: ‘ '

Dashboards of My Organization
Congratulations! You have really contributed to Snap4City and successfully passed all first levels!

My Dashboards in My Organization
You have reached a level in which you can contribute with competence to the city improvemegt ands A

My Data Dashboard Dev Kibana higher levels on the city smartness ranking, and provising of smart services to all city users!
So that we could be interested in engaging and elevating your role in the Snap4City commui
Dashboard on Mobility, IOT Application Development, etc., according to ygur preferer@es.

e you interested in helping other users in conquering

e ] e — inator of thematic groups, for example on Mobile APP development,
(tra L)as oart lagets

2ELE), Wiy BEE, Gl EEE Please contact paonesi@gmail.com ! i L)
Knowledge and Maps ¥ 3
o DBCEOBEE - T S
pplications *
www.kmdcity.org ,-,:.
merrey

IOT Directory and Devices

Resource Manager ~ 9 FI
S/ r‘ Snap4ci 5t = ‘o__..._ -~ g " . -
evelopment Tools  * Q?‘)% Sl:'lrigm o . i ___-,;:',"._" Eemzalions & ¥ \l’ @ . . .
o e o L i 9 6% a2 Organization

Management ¥ DY Q‘Q’ . ("SNADQQW i Tutorials Scenarious Innovations Interoperability Installations WhatPeople say Mobile Apps Gr OUpS
ision St ort Sys s S C M sacy F .
Decision Support System J‘:F;;:, IEI gg H:'_‘ I o APl ("’ék‘} S.RAQRT f Cpear
b= =] - : P + 1 Smart City &m& EXPO WORLD CONGRESS + Developer

Deploy and Installation *

10T Devices |0T Applications DataAnalytics Dashboards LivingLab SmartCityAPI  Ontology WorkwithUs Articles :f;ﬂ,':f;‘;ﬂisﬂu

+ Operativo

Help and Contacts ~ Y SNAP ety
on INDUSTRY 4.0
Documentation and Articles - QM; B S aedohe Upd ates on
T o Snapélindust
My Profile ~ L0 100 099 £ 00 COMEETER QY P ryY  Snap4Home TOOIS
Please start a fully guided training cases:
Km4City portal .
« HOW TC: create a Dashboard in Snap4City MNews from Snap4City &
DISIT Lab portal *» HOW TO: add a device to the Snap4City Platform slides, Where to Meet
o HOW TO: add data sources to the Snap4City Platform Snap4City experts
« HOW TO: define privacy rules for personal data, produced by the end-users own device
o HOW TO: Develop Smart Applications, Snap4City development Life Cycle roottooladminl

e HOW TO: HLT vs Ingestion, and HLT vs Widgets
o HOW TO Develon an 10T Application for Data Inaestion

HOWTC: FIWARE Orion
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Smart Solutions
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Data Discovery

Data Modeling V/’
’,

Data Analytic "

Userinterface +
Business Logic

DISIT

& = ll'
DISTRIBUTED SYSTEMS |
AND INTERNET %H@Q—il
TECHNOLOGIES LAB q' < peal

oot S

4

Data Analytic
Special Tools

Userinterface
Dashboards

v Deploy
I @ Deploy

-
=

Validation
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On Line Training Material (free of charge)

¢“SNAPciry E::

Ist part 2nd part 3rd part 4th part 5th part 6th part 7th part 8th
g . Data Ingestion |System and Deploy| Smart City APl: |Design and Develop
O Dashboard IOT A IOT Network, Data Anal
ot Lol PP S AN aes processes Install Web & Mob. App Smart Solutions
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& gNAPdCITY @ Jocker

Presentation: Control Room, Widgets, Mobile Apps, Dashboard Builder Dashboard Mng Synoptics 3D Digital Twin §
Visual Analytics Applications, Telegram Bot, ... BEYEN T YEIs RWIFZEIYS Data Inspector Scenario Editor CSBL 9;

STal ST 93 kafka Q) websocker
What-if Simula Event File Heatmap Traffic Flows TVCam BIM
tion Reporting Mng Mng Mng Mng Mng Mng
QStudio e pgthon
KPI, Indicator WorkFlow Sentiment SUMO Tipyc. Time Open to any module
@ docker " Analysis Tickets BPM Analysis Trend and system
Data Predic Anomaly Statis Artificial Routi Py X
A
EAREE Y ¢ @ .

External Interoperability: Smart City API, Federated, API Accounting/Billing

(o)

m
=
(1]
1=
=
o
=
-l

C ,SNADACITY i

Operation:

09/23

(7]
e
S
(o]
Q.
Q.
g &
. , 2 o
5 Internal Interoperability: ApI, MicroServices Snap4City Node-red Libraries | ASCAPI mWebSocket C©FILARE || 8 —
= S
g S| (s
.o (o =} >
;C: |<_% o Data Storage and Reasoning: data storage, noSQL, aggregation, LOGraph \)Openseaﬂ?h I =
£ o) 'g" semantic modeling, city entities, normalization, knowledge base SuperServiceMap p 'g 'g
()] S~ =)
© ©
E) §0_§ NGSIV1, V2, LD (& FILARE L|nked Data triples S &l =
— . . o
1 . 0o = o
g - Data Collection: data mining, harvesting, integration, Blockchain | Rrakers | (@)F”UHRE - T g' =
£ a8 transformation, data models, ... Data Manager Brokers M ..E 9 %
S
<
'-g Any protocol and format Any protocol and format —— ;:_': & 4:'_3
© . .
o Connectivity: wired, wireless (Lora, 5G, 4G, 3G, Wi-Fi, etc...), loT Edge, etc. =, 2 (G) &
Any protocol and format rotocol and format
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JJJ;“EEJH ations, different models a TOOL to get them

Micro X:
« 1VM of dockers

Normal X,Y: docker
« 2VM of dockers

Small X,Y: scalable
e 4\/M of dockers

DataCitySmall X,Y,Z: scalable
« 6 VM of dockers

DataCityMid X,Y,Z,T: scalable

« #VM +X/7T0VM +Y/3VM +Z VM + TVM of [E=
dockers

DataCityLarge: scalable

« depending on your needs

https://www. snap4C|tv org/docker generator/selectlng model
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r ) re ) \ .
1 . - - - -
Lonrig Generator (00
A — ] s — - _
__/
Snap4City Docker Config Generator x Snap4 Tools
User: roottooladmini, Org: DISIT ! Make configuration | Problems? Send mail to support. | Guide and examples
Role: RootAdmin, Level: 7
LOGOUT Base access link for the whole service. Model name

$#base-hostname#5 - string Micro
My Snap4city.org WWW .lamiasmartcity.org
Tour Again # of loT-Apps

afi—F

Define MariaDE database user password &
D e ] $#dashboard-db-pwd#$ - password # of lot-Brokers
My Dashboards in All Org. [ Randomize

1

Dashboards of My Organization
My Dashboards in My Organization . . . ) ‘ WUy "_,\Is\g(fofh;an \1 m(-z_ ~ Hr//,—» sty |

Sender email when sending emails (e.g. info@site.org) e \ e 1
My Data Dashboard Dev Kibana | I *D:ubliﬁ'\— \ /ﬂ Q_ \

$#smtp-from-email#5 - email el — & 5 == { ] P4
My Data Dashboard Kibana A \] g o+ 4 Berlin /

paonesi@gmail.com _‘j// /Negm_,ndgz i Polska 5
Extra Dashboard Widgets //—- .\T ,London ) 1 " \}
Notificator | = ’_/_\_/_/_“-/_'j/ 'Be'gii;f;:iliue Deutschland fm\”?
= 5 i

Data, my Data, OpenData
Knowledge and Maps ~
10T Applications *
IOT Directory and Devices
Resource Manager ¥
Development Tools *
Management ~
Decision Support Systems

Deploy and Installation =«

Doc: Installing Snap4City/industry

Doc: DataCity-Large

Docker Config Generator x Snap4 T

Doc: Docker Config Generator
Doc: Some Config FAQ

SuperSetting

Sender name when sending emails (e.g. SITENAME) (J/\_/ﬂ/
L

,_J
A r'—r---\k_/
S#smip-from-name#$ - string Guernsey 2
e

SMTP host to be used to send emails Erance
$#smip-host#$ - string

e %

- B

Latitude broker-0

Remember to execute the .sh files when deploying the applications; setup.sh must be ran before

. . . . . 48.63290858589535
execution, post-setup.sh may be ran during execution. Multiple execution are safe. Some folders may

contain no such files; in that case, there is nothing you need to do.

Show default fields
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M & p 3
- SanMarino B EVE, CPEV Er O
- o le A\ Sarajevo
&/ e \ e 3y Leaflet | Orion broker 0

Longitud.e broker-0

2.8125

https://www.snap4city.org/docker-generator/selecting model

ip_field-1
192.168.1.25
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2023 booklets

* Smart City

https://www.snap4city.org

/download/video/DPL SN
APACITY.pdf
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* Industry

https://www.shap4city.org/d
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¢“SNAP/crry
Snap4City Platform

Technical Overview

From: DINFO dept of University of Florence, with its

DISIT Lab, Https://www.disit.org with its Snap4City solution
Snap4City:

*  Web page: Hitps://www.snapdcity.org

s https://twitter.com/snapdcity

w.facebook.com/snapdcity

Contact Person: Paolo Nesi, Paolo.nesi@unifi.it

Phone: +39-335-5668674
Linkedin: htt
Twitter: https:

FaceBook: https

8]

ww.linkedin.com/in/paolo-nesi-849ba51/
.com/paolones
www facebook.com/paolo.nesi2

0

]

]

(P T

ﬁ

o - ?ﬁm-

¢“SNAP/ciry

* https://www.snap4city.o
rg/drupal/sites/default/f
iles/files/Snap4City-
PlatformOverview.pdf
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DELL'INFORMAZIONE DISTRIBUTED DATA INTELL\GENCE
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DINFO

* Powered by

5NAD4Tech

Development Life-Cycle

https://www.snapdcity /download/video/Snap4Tech-Devel Life-Cycle-v1-1.pdf

From SnapdCity:

=  We suggest you to read the TECHNICAL OVERVIEW:
o https://www.snap4city.org/download/video/Snap4City-
PlatformOverview.pdf
s htips apdcity.org

ebook.com/snapdcity
https://www.youtube.com/channel/UC3tAOO9EBNba8f2-udvandg

Coaordinator: Paolo MNesi, Paclo nesi@unifi.it

DISIT Lab, https://www disit org
DINFO dept of University of Florence,
Via 5. Marta 3, 50139, Firenze, ltaly
Phone- +39-3135-54AR474

'.'\I'\II II
EGLI

|
FIR I'\/J

DINFO ‘
._.2-;'.".'-':-f LaB

SNAP/ciry

https://www.snap4city.org/d
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Virtuoso ServiceMap

Zookeeper Dashboard Backend Dashboard Frontend

Database WSServer

loT App 2 loT App 1

Orion Filter

oker Personaldata

-

N
L e o - ofoer _——=
’

X - Openseﬁrch Opensearch Dashboard

LDAP Server MyLDAP Keycloak

loT Fiware Harvester Synoptics

F
Dashboardcron loT Fiware Api

II

OD insert API OD get API OD Postgis
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Web Interface

Micro 6 (technical)

= Micro 6 model

 proxy |

e

)

Synoptics (WS)

[ Dashboard H WSServer

[ PersonalData

()

DataBase

Resource Mng

s A

]

J

Kafka

~N

J

MyLDAP, LDAP

C
°§° [ Dashboard Cron

[ Dashboard J [ ZooKeeper
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J

1
1
1
J

1
1

[
[
[ KeyCloak
[

J

Smart Data ExtBroker
k [ Models [ OD Manager J [ harvester | FIWARE loT
N\
o [ Open Search } { Open Search } /[ |OT App 01
ao Dashboard [
bt IOT App 02
§ [ ServiceMap (SCAPI) ] [ Virtuoso ]
J
2 { IOT App 6 }
{Broker [ ORION ] [ OrionFilter } [ Mongo } KIOT Apps
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/ Synoptics Dashboard - WSServer \ [ ServiceMap1 ]\ [ GeoServer ] / LDAP
L (WS) o _Frontend | | (node-red) : )
- - N [ Virtuosol ] [ Heatmap Mng ] ~ MyLDAP
c | PersonalData Config Mng. Datalnspector [ ServiceMan2 ] -
g N J \ J ) P [ Resource Mng ]/ ~ KeyCloak
( Menu Mng \ [ MyKPI Mng ] [ Mansesent) [ Vinyese2 ] , ,
S J Tools | \Knowledge base / | Drupal CMS | \Auth.Authop
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%’- [ Open Search 1 | ]  Data Analytics [_J1ormore
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~ Analytic02 | Containers
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